UdpLibrary User & Technical Documentation

1 Overview / Purpose

Warning: This document is not always kept up-to-date with the latest changes to the library.  This document serves as a good starting point for learning about UdpLibrary fundamentals; however, users should ALWAYS read the latest release-notes (UdpLibraryRelease.txt) before making any attempt to use the library.

This purpose of this document is to provide all the information needed to make effective use of the UdpLibrary.  It is my belief that to make effective use of a library of this nature, it helps for the user to have a basic understanding of how the various features are implemented internally.  I will try to isolate implementation details so as to avoid over-burdening somebody trying to use the library for the first time.

The purpose of the UdpLibrary is to provide a means by which different applications can communicate with each other across an IP network.  Whereas TCP (and the OS) provide this type of functionality for many situations, TCP lacks some of the features that are necessary for game development.  In particular, TCP’s stream oriented protocol is less useful than a message/packet oriented protocol.  For massively multiplayer games, it becomes a burden on the OS to try and manage the thousands of connections that may be needed.  Additionally, TCP doesn’t offer the level of control over what is happening that is often needed.  Many games often need unreliable delivery as well.

2 Architecture

The UdpLibrary is made up of two main objects, the UdpManager and the UdpConnection.  The UdpManager’s purpose is to manage all the live connections.  Because both the client and server side use the same architecture, the client needs one of these objects as well, even though the client will likely only have one connection object.  On the server side, the UdpManager manages all the connections coming into the server from various locations.  The UdpManager also owns/manages the only socket used by the UdpLibrary.  This sole socket is used for all outgoing and incoming communications to/from all connections.

The UdpConnection object represents a virtual connection to a single object on the other side.  In the case of the client it owns one of these objects, which is connected to the server.  In the case of the server, it owns one of these objects for each player connected to the server.

The UdpLibrary is setup in a non-threaded cooperative manner.  It is the responsibility of the application to periodically give processing time to the UdpManager object such that it (and all the UdpConnection objects that it manages) have time to do their job.  You can give the UdpManager time at any point in your program that you are willing to receive incoming packets to your application.  Generally for most programs this will be once per program loop.  See the UdpManager::GiveTime function for more details.

2.1 Library Features

Without going into too much detail at this point (see Object Reference section for details on how each of these features can be used), the main features of the library are as follows:

· Unreliable communications (no guarantees at all)

· Multiple/different reliable communication channels (as per channel configuration)

· Best-effort delivery (order guaranteed, reliability not)

· Clock-synchronization support

· Statistical tracking (lag, packetloss, crc-rejection, duplicates, etc.)

· Unlimited packet sizes and counts

· Shared data multicasting

· Adaptive sliding-window protocol for reliable data (good flow control)

· Low level multi-buffering (combining logical packets into physical packets)

· Internal/External encryption and compression support

· Line condition simulation support

· Low protocol overhead (unreliable has no overhead, reliable has 4 bytes)

· Fast routing of all incoming data to the appropriate application object

· Very low processing overhead and memory footprint

· Highly portable

2.2 Typical Client Setup

In a typical client-side setup, the application starts by creating a UdpManager object.  It then tells the UdpManager object to establish a connection to a particular location.  In return, the UdpManager gives the client application a UdpConnection object representing that connection.  The application then uses that connection object to send and receive information from the server.  When the client is finished talking to the server, it disconnects and releases the connection object.  It also deletes the manager object, which it no longer needs.  Below is a code snippet for a typical client side setup:


Error checking and other features (like timing out the connection negotiation) are left out for clarity.  For detailed information about what each function above is doing, see the reference section below.  It is important that the application give the UdpManager object time via the GiveTime call on a frequent basis.  No packet processing occurs unless GiveTime is called.  Giving time to the UdpManager object is the means by which each connection managed by that object is also given time.

Typically the client application will have a main program loop that is constantly getting-user-input, animating-stuff, rendering-stuff, and then repeating.  The GiveTime call should simply be stuck in that loop.  GiveTime should be called at the point a point in the program when the application is willing/able to receive and process incoming packets via the callback function.  The library will only ever call the application callback function(s) during GiveTime calls.

The EstablishConnection call is also capable of taking a timeout value for how long it should attempt to make the connection. Once the timeout expires, the connection will be changed from cStatusNegotiating to cStatusDisconnected.  (The OnConnectComplete handler function, will also be called when the negotiating process ends (either in success or failure)).

2.3 Typical Server Setup

In a typical server setup, the UdpManager is created just like with the client setup, only the UdpManager is given a specific port number on which it listens for incoming connections.  Additionally, it is given a handler object to call when new connections are established.  See the “Using Handlers” section of the documentation below for an example of a simple server application.

As you can see, the server-setup is even easier than the clients.  You will notice that unlike the client setup, the server specifies a specific port number that is wants to communicate on.  This specific port number is how the clients find it.  All data, from all connections, coming into or going out of the server will go through this port – it is the ONLY port that the server has open.  On the client side, params.port has the default value of 0, meaning that the operating system should pick an available port for it to use, since the client doesn’t care what port number it uses.

Implementation note:  When the UdpConnection object is constructed, internally it checks itself into the UdpManager that created it.  When the UdpConnection object is destroyed by the application, it checks itself out of the UdpManager as appropriate.  The UdpManager does not own, and will never delete, the UdpConnection objects it manages.  If the UdpManager is destroyed while there are still active UdpConnection objects in existence, then it calls and notifies each of them that they have been disconnected, at which point the UdpConnection object severes its internal link to the UdpManager that created it.  The UdpConnection object is still valid, but now useless as all actual communications get routed through the UdpManager, which owns the sole socket used in the system.  The UdpConnection objects are all marked as UdpConnection::cStatusDisconnected when this happens.  Even though the order of destruction among the objects doesn’t matter, I personally recommend that all Player object (and hence connection objects) be destroyed before the UdpManager is destroyed, just for code-clarity.

3 Getting the UdpLibrary into your project

I’m a big fan of making it easy to incorporate technologies into a project in any way the programmer wishes.  In my case, I generally like to include the necessary .cpp files in my project and just compile them right in.  My second choice is to link in a library.  My least favorite choice is the use of a DLL.  I think DLL’s are fantastic in some situations, but generally for stuff like this, I find it much easier to choose one of the other options.  To this end, the UdpLibrary can be included in your project simply by adding UdpLibrary.cpp to your project.

The application then needs to include UdpLibrary.hpp as appropriate to see the API.  There are four other header files that also need to be visible: UdpHandler.hpp, priority.hpp, HashTable.hpp, and PointerDeque.hpp.  Three of these header files are template classes used by the implementation, though they are fairly straightforward and generalized (see reference section below for details) and can be used by the application for other purposes as well.  As a side note, I didn’t use the STL in the implementation (I am not a big fan of STL), as such; you may see me reinventing the wheel a few times in the implementation in this regard, but it also keeps the library very lightweight.

The UdpLibrary doesn’t care much about your project settings.  It needs to be able to see the ws2_32.lib (or wsock32.lib) library that provides the OS services for talking sockets, so you will need to add that to the library-modules section of your link-settings.  Aside from that, the library won’t care whether you are in debug mode or release mode, packed structures or not, RTTI or not, multithreaded library or not.  Furthermore, clients and servers do not need to be compiled with the same settings and should talk with each other fine.

4 Sending Data

All data sent by the application is sent via the UdpConnection::Send function.  There are two flavors of this function; one that takes a LogicalPacket, and one that takes a (void *) and a length.  While the two versions are nearly identical, there are some advantages to each, depending on what your application is up to, and the coding style you prefer.

Both versions also take a channel on which to send the data.  There are several different channels available to the application: four reliable-channels, unreliable, ordered, and unbuffered channels (in various combinations).  Which channel is appropriate to use will vary depending on the nature of the data you are sending.

Unlike TCP which is stream-oriented, the UdpLibrary is a message-oriented protocol, even on the reliable channels.  What this means is that the application sends message packets (of any size, even megabytes), and when the entirety of the message arrives at the destination, it is delivered to the destination-application via the callback function.  Regardless of which method/channel you choose, the data-packet finally arriving at the application on the other side will be identical the one sent, both in content and length.  (note: the only exception to this is GroupLogicalPacket’s, see the reference section for details on how these vary).

There is no restriction on the content or length of data in a packet.  The UdpLibrary does not provide support for packet/message types directly in the API, but instead leaves it up to the application to prefix their application packets with a header-byte (or something) identifying the type of packet so the application on the other side knows how to interpret it.

Implementation note:  Internally the UdpLibrary needs a way to distinguish internal packets from application packets.  It does this by having all internal packets start with a zero (0) byte.  If the application sends a packet that starts with a zero byte, then internally the UdpLibrary must prefix the application packet with an escape sequence (which is removed before the destination application sees the packet so it is all transparent).  While this ends up only being 1 additional byte of overhead on these packets, it does cause the UdpLibrary to make it’s own copy of the data being sent (which is potentially wasteful if logical packets are being used).  Since most applications will be putting a header type-byte on all their packets anyways, I simply recommend that you start numbering them at one (1) and avoid using zero.

When you Send data using the (void *) method, the UdpLibrary will be forced to make an internal copy of the data if it is being sent on a reliable channel.  If it is being sent on one of the various unreliable channels, then the data can typically be sent (or multi-buffered) without making any copies of the original data.  If the data is sent on a reliable channel, then the UdpLibrary has no choice but to make a copy of the data as it must have a copy of it to resend at a later time if needed.  Internally it does this by simply creating a LogicalPacket out of the data via the optimized UdpManager::CreatePacket helper function.  The advantage to using this method is the application can form outgoing packets on the stack and send them.  If such packets are going unreliably, then it’s entirely likely that the entire process can be done without any memory allocations.  Sometimes it is more natural for the application to do things this way as well.  It should be noted that the CreatePacket function will avoid allocations often as well by using a memory pool (see UdpManager::CreatePacket for more details).

When you Send data using the LogicalPacket method, then the UdpLibrary simply keeps a reference to the LogicalPacket that was sent and releases it when it is finished.  LogicalPackets use an AddRef/Release scheme and MUST be created on the heap and should only be deleted by the Release function.  The UdpLibrary will not AddRef a LogicalPacket that is being sent unless it needs to hold onto the packet beyond the return of the function call.  For example, if you are sending a LogicalPacket on an unreliable channel, then typically the UdpLibrary will not need to keep a copy of the data past the end of the function.

The biggest advantage to sending data via the LogicalPacket method is it avoids the UdpLibrary having to allocate space and make a copy of the data (in the case of reliable sends).  Along similar lines it allows the same packet to be sent to multiple connections, without each connection having to make its own copy of the data being sent.  This can be a big deal if the packet in question is large.  For example, in Infantry the patching of files is built-in to the game-server.  When the game server starts up, it preloads all the configuration files (dozens of megabytes worth of files) that the application may need, compresses them, prefixes them with a file-update header, and holds onto the whole chunk of data as a big logical packet (per file).  When a player logs on and needs a particular file updated, the application simply sends the appropriate LogicalPacket.  Because the application never releases its reference to the LogicalPacket, the data is never deleted; the UdpLibrary simply holds a reference to the data until it is finished with it.  As many connections can be sending the packet at the same time as is needed.  Below is an sample piece of code on how the application might take advantage of this:


Implementation note: If you are sending reliable data, there is no practical way to get around there being an allocation for every packet sent.  Even when LogicalPackets are being used, that simply shifts the burden of the allocation from the UdpLibrary to the application.  LogicalPackets still have huge advantages when packet-sharing can be accomplished.  Doing this many allocations may bring up concerns about heap fragmentation.  While I have not experimented with the library enough to know for sure, I don’t believe that heap fragmentation will be much of an issue as the data allocated for this purpose tends to be freed very quickly.

See the UdpConnection::Send reference section for more detailed information on the various channel-options that are available.

5 Multi-buffering

One of the most important things the UdpLibrary does for a game is multi-buffering.  By multi-buffering, I mean combining multiple small packets into larger physical packets for sending.  There are several reasons for doing this:  1) it reduces UDP header overhead that is added to each physical packet sent by the operating system.  This is 30 bytes of data, which can be a significant amount if each of your packets in tiny (many times packets are only a few bytes).  2) it reduces packets/second outgoing and incoming on the other end.  This is important, as packets/second tend to be a limiting factor of firewalls, network cards, and other hardware sooner than actual bandwidth used.  3) it gives the physical-packet level compression scheme a larger chunk to work on at once, generally resulting in higher compression efficiency.

In the UdpLibrary, multi-buffering occurs at the lowest level below where any smaller packets could possibly be generated and at a common point to all outgoing data destined for that connection.  What this means is that regardless of which channel data is sent on, it will all be combined together into larger physical packets by the multi-buffering code below.  This includes internal packets such as ACK’s for reliable channels as well.

In order for multi-buffering to be able to occur, the UdpConnection object must hold onto sent data for a period of time, hoping that the application will soon send more data it can combine with it.  The application has control over how much data the UdpConnection object is willing to hold onto, and how long it is willing to wait.  Additionally, the application can manually force the multi-buffer to get flushed, or bypass it entirely.

For more details on how multi-buffering works and how to fine-tune it for your application, see the Params::maxDataHoldTime section.

6 Synchronized Clocks

One of the few features the UdpLibrary provides that is not directly related to the sending and receiving of packets is built in clock-synchronization facilities.  These facilities were provided in the base library for two reasons 1) they were in the previous Infantry library and in order to retrofit the UdpLibrary into Infantry for testing, we needed these facilities in here as well.  2) Clock sync is a fairly tricky problem that took a great deal of time to fine-tune in the Infantry library and is generally useful in game development.

What the synchronized clock facilities allow an application to do is time-stamp data on one machine, send it to another machine (server or some other client (after bouncing it off the server perhaps)), and have that other machine determine how old the data is.  In other words it allows the destination of a packet to determine the exact one-way latency on a per packet basis.

Typically, the way clock-sync is set up, the clients all synchronize their clocks with the server.  In this manner, every client can generate a time-stamp that can be used by any other machine in the system to determine the age of the time-stamp.  This is accomplished in the UdpLibrary by setting the Params::clockSyncDelay parameter to some value greater than zero.  By default this feature is off, though it is highly recommended that it be turned on for all client-sides.  Additionally, because the clock-sync is also used to negotiate packet loss and lag statistics, using this feature is required for connection-statistics to be valid.

There are two types of time-stamps available, short and long. Short time stamps require only 2 bytes but are only capable of aging up to 32 seconds before the timing wraps around and actual age is lost.  The long version requires 4 bytes for the stamp, but is capable of timing differences up to 23 days (roughly).  If you need across-the-network timing longer than that, then you are out of luck and will have to do it yourself somehow.

While the time-stamps are accurate to 1 millisecond, the actual accuracy across the wire can vary quite a bit.  The problem is, there is no perfectly accurate way to synchronize the clocks on two machines.  Additionally, some machines have a tendency to have clock-wander.  Some machines are so bad that over the course of as little as 5 minutes the clocks can go off by as much as a full second.  Because of this, it is necessary for the clocks to be resynchronized on a fairly frequent basis.

The client application obtains a server time-stamp by calling UdpConnection::ServerSyncStampShort.  This stamp is typically stuck in a data packet and sent to another machine.  The destination machine then uses UdpConnection::ServerSyncStampShortElapsed to determine the age of the packet.  (UdpMisc::SyncStampShortDeltaTime can also be used for this purpose).  There is also a ‘Long’ version of each of these functions that is used for the 4-byte stamps.

Implementation note: Synchronization is done by the client sending a sync-packet to the server, which responds with a reflect-packet.  The reflect-packet contains the server’s current clock stamp.  When the client receives the packet, it knows what the round-trip time was and assumes that half of that round-trip time was used by the reflect packet.  With that information, it can then calculate the delta-time between its internal clock and the servers.  This then allows it to provide the client application with simulated real-time server clock stamps.

See the Params::clockSyncDelay section for more details on how this feature is set up.

7 Connection Statistics

There are many statistics that can be gathered from the UdpLibrary on many different levels.  In particular, you can gather global UdpManager statistics (that is, statistics that related to all connection on the machine), UdpConnection specific statistics, and even channel-specific statistics.

Many of the most interesting UdpConnection statistics are only available if the clock-sync feature is enabled (see Params::clockSyncDelay).  The reason for this is it the clock-sync packet is also used as an opportunity for the two machines to trade statistics which are necessary in order to calculate things such as packet loss.  Even if you do not use the clock-sync feature itself, it is recommended that you enable it (perhaps with a long delay if not used) such that these other statistics can be gathered.

See the reference section for the following functions for complete details on what statistics are available at each level:  UdpManager::GetStats, UdpConnection::GetStats, and UdpConnection::GetChannelStatus.

8 Encryption / Compression

The UdpLibrary provides for very low-level encryption and compression.  From the UdpLibrary’s point of view, since it allows an encryption routine to change the size of the data, compression is simply looked upon as a form of encryption.  The UdpLibrary allows the user to specify running the data through up to two independent encryption passes.  Typically one of the passes will be setup to actually do compression, and the other pass will be setup to do some type of encryption.

The two encryption passes are configured by setting in the Params::encryptMethod as appropriate.  The application can specify that one of the built-in encryption/compression methods be used (see Params::encryptMethod section for details on what methods are built-in); or, it can specify that a user-supplied encryption method be used.  When user-supplied is specified, the application sends the UdpManager a pointer to the encryption/decrypt functions that are to be used.

While the server-side of a connection dictates to the client side which encryption-method should be used for each pass, when user-supplied encryption is used, it is critical that both the client side and server side specify the same callback encrypt/decrypt functions in order for the system to work.

Implementation note:  If you come up with a user-supplied encrypt/decrypt function that you think other groups might find useful, feel free to forward them to me and I will include in the main distribution as a built-in encryption method that they can choose from.

Encryption passes (and crc bytes) are the very last things that happen to a packet before it goes out the wire.  Encryption occurs below the multi-buffer level.  This means that all the tiny packets that get combined in a multi-buffer will be encrypted/compressed as a complete unit when the multi-buffer is flushed.

If the application is in the business of sending large logical packets, then it may be a good idea for the application to do it’s own packet compression before sending it to the UdpLibrary.  There are two advantages to doing it this way 1) if the logical packet is being sent to multiple connections, then the compression only needs to occur once, 2) compression tends to be more efficient on longer runs of data, and 3) there is less resultant UDP overhead as physical packets going out the wire will more likely be the maximum allowed size.  The disadvantage is that it puts a bit more of a burden on the application to take care of this problem.  In the future I plan on adding enhancing the GroupLogicalPacket object to do compression as well.  When this is complete, it will largely take care of the burden for the application while retaining all the advantages.

While encryption and compression are nice features for security and efficiency, they can make it more difficult to debug an application.  In particular, the packet-history that is kept by the UdpManager and dumped upon demand (typically when an exception occurs for example) is kept in raw incoming packet form.  If this off-the-wire raw data is encryptioned and compressed, it can make it very difficult (if not impossible) to manually determine what the recently processed packets were.  While an application is being developed, I recommend that encryption passes not be used.  See the Params::packetHistoryMax section for more details.

See the Params::encryptMethod, and Params::userSupplied… sections for more details on how encryption passes are configured.  Below is a sample of a set of simple user-supplied encryption functions:


Implementation hint:  I found this out the hard way.  It turns out that modems actually do a fairly decent job of on the fly hardware compression.  If you are not compressing your data yourself, then it’s quite likely that encrypting it will cause a lot of grief for these modem hardware compression routines, as encrypted data tends to be non-compressible.

9 Memory Pooling

10 Using Handlers

In the past, the UdpLibrary has supported a C-style callback mechanism.  This mechanism has since been removed and handlers are now the only way to use the library.  How handlers work is your application has some application-class derive itself from either UdpManagerHandler or UdpConnectionHandler as appropriate.  Each of these handler classes defines a set of functions that are called by the UdpLibrary to inform the application of an event that has occurred.  Below is a sample server-application written using the handler method:


11 Line Condition Simulation

The UdpLibrary provides the ability to simulate certain line-conditions.  This is primarily a debugging feature that allows the developer to simulate certain line conditions (such as packet loss) in order to determine how their application handles such situations.  Before I say too much about this feature, I would like to note that the Platform Group has some third party Linux software that can be used to not only simulate any line condition you can think of, but also keep bandwidth statistics and such.  It’s a lot more of a pain to get setup and operating than simply flipping a switch here, but once you have it setup, it is capable of simulating a wider range of conditions and doing it more accurately and dynamically.

The UdpLibrary is capable of simulating packet loss and bandwidth fairly effectively, including destination and source bandwidth from one end.  When the simulation parameters are not set, then they do not effect normal operations in any way.  For complete details, see the Params::simulate… sections.

12 Portability Issues

The UdpLibrary is designed to be easily ported to almost any development/runtime environment.  Part of this is the simple method of inclusion into a project as talked about above.  Another part of this is the use of Berkley sockets instead of Windows Sockets.  With the exception of the WSAStartup, WSACleanup, and GetTickCount calls (which can be eliminated or easily replaced on any platform), the rest of the library is written using standard Berkley sockets and standard-C libraries, which are available on most platforms.

No assumptions are made about structure packing or byte ordering.  The library manually assembles/disassembles all internal packets; as such, it can communicate with a version of the library compiled under a completely different environment.  It is up to the application to ensure that application-level packets are equally portable if that is required (though it usually isn’t).  There is currently a Linux compilation of the library and the needed changes were #ifdef’ed as appropriate.

The only built in encryption technique as of this writing (XOR buffer) has not been tested as to whether it will operate byte-ordering independent, just something to be aware of if you are trying to get the library to work on two architectures that have different byte-ordering and using this encryption method.  Some attempt was made to make this work byte-ordering independent.  Similarly, the CRC function has not been tested in this regard either.

Implementation note:  The library sends all values across the network in big-endian format, if you know that both sides of the connection are going to be using the same byte ordering, you can #define the symbol UDPLIBRARY_SAME_ENDIAN which will optimize the library to use the machines native byte ordering instead of the more tedious big-endian format.  Realistically you won’t see any real speed improvement doing this, but it may make you sleep better knowing that you aren’t wasting precious cycles shuffling bytes needlessly.
13 API Reference

This section will go over (in excruciating detail) all the classes and methods that they application may come in contact with.  In the discussion of each class/function, it will also document some of the implementation details (this is to make code maintenance easier when I am gone, and as I mentioned elsewhere, it is my belief that understanding how something is implemented can make it easier to optimize your code’s use of the library).  I will cover the various objects in order of importance; I recommend that before using the library, you read through this section in-order, as it will give you the best feel for what facilities are provided by the library.  Internal-only functions will occasionally be covered, for the purpose of documenting the implementation (such functions will be clearly noted).

13.1 UdpManager

The UdpManager is the main controlling object of the entire library.  Typically, each application will create one instance of the UdpManager and use it as the basis for all other communications.  The UdpManager has several responsibilities:

· Managing the sole socket used by all connections.

· Listening for new connections (if applicable)

· Establishing new connections (if applicable)

· Managing the set of active connections (UdpConnection objects)

· Simulating line conditions (if applicable)

When the UdpManager is first created, it is given a UdpManager::Params struct which contains configuration parameters on how things are to operate (see the UdpManager::UdpManager section for full details on how the UdpManager is created and what parameters are available).  The first thing the UdpManager does is create a socket (on a specified port if applicable).  Control is then returned to the application, which has two choices 1) wait for an incoming connection request, which is typically what a server does, or 2) establish a connection to another location that is in listening mode, which is typically what a client does.  Once a connection is established via either of those methods, it is responsible for managing the UdpConnection object that is associated with it.  Finally, since all incoming and outgoing communications go through the socket owned by the UdpManager, it is also responsible for simulating line conditions (if so configured).

When the application tells a UdpConnection object to send data, it ultimately ends up making a call to the UdpManager object telling it to send the data (and where to send it to).  Similarly, when data comes in on the socket, the UdpManager routes it to the correct UdpConnection object for processing.

In order for the system to work, the application is responsible for calling UdpManager::GiveTime on a frequent basis.  Calling this function gives the UdpManager time to check the socket for incoming data and route it.  The only time the application will be called-back (via the callback function) to process incoming packets (or new connections) is when GiveTime is called.  This ensures that the application doesn’t receive packets at a time that it is unable to process them.

What constitutes ‘frequent’ will vary depending on your application’s needs; if you only GiveTime every 100ms, then you are adding an average of 50ms of lag to every packet on top of actual lag.  This may be acceptable for some games styles, but for most game styles I recommend a slighter higher rate.  If you can GiveTime at least 20 times per second, then you should be in good shape.  It’s worth noting that there is little harm in giving time more frequently.  The extra CPU load of giving time more frequently is largely countered by the priority queue scheme used internally (see implementation notes).

Additionally, when the UdpManager is given time, it also gives time to the set of active UdpConnection objects that it manages.  These UdpConnection objects use this time-slice to do things such as flush the multi-buffer, resend reliable packets that are lost, send keep-alive packets, or manage the clock-synchronizations process (see below for details).

You are allowed to create as many UdpManager objects as you want; however, there is very little reason to do so.  One reason you might want to do multiple UdpManagers at the same time is if you are handling two completely independent communication tasks (perhaps abstracted under different api’s).  For example, in a game you might have a UdpManager created in server mode (ie. a specific port specified) that sits waiting for client connections, and then you may have a second UdpManager that is created in client mode and is designed to talk to yet another server (like a database server, or directory server).  Technically the listening UdpManager could be used to EstablishConnection to other servers just fine, but sometimes the code organizes more naturally if they are kept separate (in particular, you may want to be using different callback functions for server to server data than for client to server data).  The only restriction on using multiple-UdpManagers is that two of them are not allowed to be given the same specific port number to use.  If this occurs, the second one created will fail and not work.

Implementation notes:  Socket management.  The UdpManager creates the socket it uses in a non-blocking mode.  It then polls the socket each time GiveTime is called to see if there is any incoming data.  While polling is generally regarded as a bad idea and inefficient, it actually turns out that this is the most efficient way to handle the situation.  With Winsock 2.0, it is possible to setup a more event driven scheme; however, when I tried it my performance went down substantially.  Since all incoming data from all connections comes in on that one single socket, that socket is kept so busy that there is more overhead in setting up the event system after each triggering than in just polling.  In particular, in Infantry where my server-side GiveTime’s about 64 times per second, I found that by the time I get a load of about 100 players, the socket has at least one packet waiting every time I poll it.

GiveTime efficiency.  Each time the UdpManager is given time, it polls the socket until there is no more data to be processed.  Often times, the incoming data is internal control packets (such as ack’s) that result in a UdpConnection object needing processing time for some reason.  When an incoming packet results in a change of state of the UdpConnection object such that the next time it needs processing time changes, the UdpConnection object reschedules itself in the priority queue for processing time immediately.

After all incoming packets are polled, the UdpManager processes the priority queue, giving each connection that needs processing a slice of time.  When a UdpConnection object is given time, it is removed from the priority queue, then given time.  It is the responsibility of the UdpConnection object to reschedule itself in the priority queue before returning (otherwise it will never get processing time again).  The UdpConnection object determines when it will next need processing time based on when it might need to next: 1) flush its multi-buffer, 2) resend an timed-out reliable packet, 3) send a keep-alive packet, 4) synchronize the clock.  

In Infantry where I have a very high packet rate to all connections (and as such, processing time is needed quite frequently by the connection objects), I found that when giving time 64 times per second, that only 16% of UdpConnection objects needed processing each time.  If I were to double the rate at which I gave time to the UdpManager, it would not result in double the processing.  What would happen is only 8% of the UdpConnection objects (on average) would need processing each GiveTime call.  The reason being that they are not getting any processing time until they have a scheduled need anyways.  The vast majority of the CPU time used by the UdpLibrary is in giving time to the UdpConnection objects.  If you were to GiveTime 500 times per second, it probably still wouldn’t take significant processing time, because the vast majority of UdpConnection objects wouldn’t need time.  The fixed overhead per call to GiveTime is simply the poll of the socket to see if there is any waiting data.

The moral of the story is, feel free to GiveTime as much as you can, it shouldn’t cost you anything, and will result in less processing-induced lag.  There is an exception to this however; if a particular connection is receiving incoming ack packets on a frequent basis, then each time an ack packet is received, it schedules itself for processing time.  If you wait so long between GiveTime’s that more than one ack-packet to a particular connection is in the incoming buffer at the time the polling occurs, then you will only end up giving processing time to that connection once for all ack packets, instead of once for each ack-packet (which is what would happen if you were giving time at a very high rate).  If you are multi-buffering on the client side, then multiple-acks will tend to be packaged together into a single physical packet anyways, so odds are you will never see this potentially negative effect of giving time frequently.  (honestly, either way, none of it is going to add up anyways).

13.1.1 UdpManager::UdpManager(Params *params)

There is only one constructor for the UdpManager.  It needed so many parameters that we put them in a struct to make it easier to manage.  The struct has a default constructor that takes care of setting default values for all the various parameters, such that the application need only set the parameters that concern it.  To avoid duplicating information that may be changed, look at the UdpLibrary.hpp file (or better yet, the Params::Params() implementation in UdpLibrary.cpp) for the default values for the various parameters (as well as additional info).  In the next section is a description of each parameter in the Params struct and how they are used

13.1.2 UdpManager::Params (configuration information) 

The Params struct is used solely to pass startup parameters to the UdpManager.  Listed below are all the parameters and what they mean.

13.1.2.1 UdpCallbackConnectRequest callbackConnectRequest

If the manager is supposed to be listening for incoming connection requests, then it must specify a callback function to process these incoming requests.  As is shown in the Typical Server Setup section, the connect-request callback function is the means by which the manager notifies the application that it has accepted a new incoming connection.  Additionally, during this callback it is turning over ownership of the UdpConnection object to the application.  Once this call has been made, it is the responsibility of the application to ‘delete’ the UdpConnection object that was passed in.  If the application wishes to refuse the connection (for whatever reason), it does so by simply destroying the UdpConnection object during the callback function (or at it’s convenience).

Typically during this callback function, the application will create an application-level object (like a Player object) that will represent and own the incoming connection.  This object then sets the pass-through pointer of the UdpConnection object to itself for aid in routing of incoming data (see next callback function)

13.1.2.2 UdpCallbackRoutePacket callbackRoutePacket

Once a connection has been established (either by an incoming connection request or by an outgoing EstablishConnection request), this function is called to notify the application of incoming data on one of the connections.  This function gets passed a pointer to the UdpConnection object that the data came in on and the raw application-level data-packet itself.  Typically the application will look at the UdpConnection’s pass-through pointer to determine what internal-object the incoming data-packet should be routed to.  On the client side when there is often only one connection being managed, the routing callback function need not bother with which connection the data came in on, and can simply assume it came in on the sole connection and process it via some globally scoped processing function.

Only application-level packets will make it to this callback function.  Internal protocol packets will not be seen.  Whatever the application ‘Send’s on the other end up the connection will be what pops out this end (byte for byte).  The only exception to this is GroupLogicalPackets (which ungroup themselves when they arrive), which are discussed below.

13.1.2.3 UdpCallbackConnectComplete callbackConnectComplete

When the client application calls EstablishConnection to connect to a server, it is immediately given a UdpConnection object representing that connection.  That UdpConnection object will be in a cStatusNegotiating state.  When the connection is successfully established, this state changes to cStatusConnected.  If the timeout value specified in the EstablishConnection call expires before it successfully connects, then the state is changed to cStatusDisconnected.  When the either of these circumstances results in a change from cStatusNegotiating, this callback function is called to notify the application.  As is shown in the Typical Client Application section above, most of the time the use of a callback of this nature is not necessary as the application will typically just loop checking the status.  This callback is completely optional and by default is NULL and not used.

13.1.2.4 UdpCallbackTerminated callbackTerminated

Whenever the other end of a connection terminates the connection (properly), it sends a terminate-packet.  When that terminate packet arrives, the UdpConnection object is disconnected and set to cStatusDisconnected state.  This callback will notify the application when that occurs.  This callback is completely optional.  Many application will simply periodically check the status of the UdpConnection object with GetStatus to determine if the other end has terminated.

If the application itself explicitly disconnects their own UdpConnection object (via the Disconnect call or destroying the UdpConnection object), it will not result in this callback occurring.  Only terminations instigated by the other end will cause this to occur.

Implementation note:  Currently it is up to the application to check the LastReceive time of a particular UdpConnection object and determine for itself if it has been long enough that the connection is link-dead.  I am seriously considering adding the ability to have the UdpConnection object terminate itself after a certain amount of inactivity.  If I add that feature, then this callback would likely occur when that event happened as well.  If you are interested in having this feature added to the library, let me know and I will throw it in.

13.1.2.5 void *mainPassThrough

The UdpLibrary never looks at this parameter.  It is simply passed on through as the first parameter to all callback functions.  Typically this parameter is a pointer to some manager object that will do the actually processing work of these callback functions.  This allows the application to avoid having to use globally scoped manager objects in order to allow the callback functions to see them.

13.1.2.6 UdpManager::Handler *handler

Instead of using callback functions to be notified of events, the application can set a handler-object that will receive these notifications.  To use this feature, you would derive your application object you want handling connection-requests from the UdpManager::Handler base class, and set this pointer to your object.  Your object will then be notified via the OnConnectRequest member function.  A similar scheme is in place for UdpConnection’s for routing packets and other functions.  See UdpConnection::SetHandler and Using Handlers for more details on how handlers can be used.

13.1.2.7 int maxConnections

This is the maximum number of UdpConnection objects that this manager is willing to handle.  Once this limit has been reached, incoming connection requests are completely ignored (as if the connect-request packet never came in).  The application is never called back (as no UdpConnection object is ever created to represent it).  No reply of any kind is sent back to the person making the request.  Similarly, attempting to EstablishConnection once you are past the limit will result in that function failing by returning NULL.

The client side will typically only have one connection open and as such can set this number fairly small.  A server application will want to set this number fairly large.  There is very little overhead (just a touch of memory) in setting this number larger.

13.1.2.8 int port

This is the port number that the UdpManager will use for all incoming and outgoing data.  Setting this value to 0 will cause the operating system to automatically assign the UdpManager an available port number to use.

Typically on the client side, this is simply set to 0 as the client-application doesn’t really care what port number the data is using.  The only exception to this might be if the client is behind a firewall and only certain ranges of incoming/outgoing UDP port-numbers are allowed past the firewall.  Because of this, I recommend that the application give the end-user an advanced-configuration option of some sort that allows them to fix the client-side port at a specific value (where 0 means randomly pick an available one and is the default).

On the server side of things, it is usually the case that a specific value is specified.  In much the same way the web servers listen on port 80 by default, so too will most of your server applications.  For example, in Infantry my database-server specifies port 800.  Each zone/game-server is then told the IP address of the server and the port number (800) that it is listening on so that connections can be established.

There are situations where a server-side application does not need to specify a specific port number it is listening on.  For example, if the server architecture is setup to have directory-services of some sort, then a zone-server might randomly pick a port to listen on and then notify the directory-server where it is located and what port it ended up listening on.  The client then connects to the directory server (at fixed/known location) and gets the list of zone-servers that are currently up and what ip/port they are listening on.  Again, even if you have directory services, it may be desirable to use a specific port so as to avoid firewall issues (as is the case with SOE).

As of this writing, port numbers at SOE above 9000 are completely open to UDP traffic to/from anywhere and are not subject to any firewall limitations.

13.1.2.9 int outgoingBufferSize

This is the outgoing buffer size for the socket itself (as managed by the operating system).  When the socket is created, it is configured to have an outgoing buffer of this size.  The operating system will buffer outgoing data on this socket up to this amount, at which point it will simply throw away any other data that is sent.  The operating system continuously tries to empty this buffer by sending the data out the actual wire.  If you are on a high-speed network, then odds are the operating system will be able to keep this buffer empty before the application can fill it up.  If you are on a modem however, it’s quite easy for this outgoing buffer to get full and packets to start being lost.

It’s difficult to speak about this number without at least mentioning the flow-control properties of a connection.  Regardless of what size you set this buffer to, the reliable channel will be doing it’s own flow control on top of it.  The unreliable data however is not flow-controlled in any way.  It is up to the application to flow-control it’s own unreliable data if needed.  (Dynamic flow control can only be done in systems where there are acks and planned packet-loss, an unreliable transport mechanism specifically avoids these facilities).

That said, you typically want to set this number to a value that represents how much data you are willing to have stalled in the local operating system before packets start getting lost.  For example, I don’t a client on a modem to specify this buffer to be 256k large, and then have the application suddenly burst 250k of unreliable data out the pipe.  The net result would be that it would take potentially minutes for the OS to completely empty this buffer before any other outgoing data could possibly be transported.  I call this effect an “outgoing OS buffer stall.”  As such, on the client side I like to set this value quite small, something like 16k.  This buffer need only be large enough to handle the largest burst of data that is likely to occur at once.

On the server side, I like to set this to a fairly large value, but again, if you set it extremely large (over 1mb for example), it’s possible to create similar outgoing OS buffer stall effects.  Typically the server side is on a fast Ethernet connection and can empty the outgoing OS buffer quite quickly.  Still, if you have a 1000 players connected to a box and suddenly the server decides it needs to send them all a chunk of data for some reason, you could suddenly find your outgoing buffer getting very full.  Again the rule of thumb is it needs to be large enough to handle the biggest instant-burst of data you expect to occur.  For servers sitting on serious bandwidth, I am comfortable setting this to 500k.

13.1.2.10 int incomingBufferSize

This value is the opposite of the outgoingBufferSize.  It specifies the size of the incoming buffer for the socket itself (as managed by the operating system).  This number should generally be set fairly large as we really don’t want the OS to ever have to throw away a packet that has arrived.  This buffer only needs to be as large as the maximum amount of data that could possibly arrive before the application services the port again.  If your client is running dog-slow at 4 frames per second, and you only GiveTime to the UdpManager once per frame, then this buffer needs to large enough to hold ¼ second of incoming data at the maximum likely incoming rate.  If you are on a modem, then setting this number to 8k would probably be more than enough, since data is coming in so slow that it is easy for the application to process it before running out of room.  If you are on an Ethernet connection directly to the server box, then you might want this number to be larger.  Since there is little harm is setting this number larger, I recommend the application simply set this number fairly high (32k or so) to ensure there is always room.

For the server side, since there is data coming in from everywhere on the one socket, I recommend this value be set very large (1mb seems reasonable).

There is one exception where you will not want to set this number large, and that is if you are on a high-speed connection and are using the line-condition simulation features (see below) to attempt to simulate a low-bandwidth modem-like connection.  Without going into to why so much, in those situations, this number will tend to represent the size of the terminal-buffer on the other end of the users modem.  (I have found setting this to 8k or 16k fairly accurately represents a typical modem terminal server’s buffering level, though it can vary by ISP).

13.1.2.11 int packetHistoryMax

This value represents how many incoming packets will be kept in the packet history. This value is purely for debug purposes as the UdpLibrary can operate fine with only 1 packet in the history.  The history is merely a historical record of the last X incoming raw packets.  By raw, I mean straight off the wire, before decryption or reassembly or anything.  The main purpose of the history is such that when the server crashes, you can go back and get a history of the incoming packet data and try to figure out what went wrong. More often than not, crashes are caused by unexpected data coming in from a client somewhere.

There is a UdpManager::DumpPacketHistory function that dumps the current packet-history to a specified text file.  Typically what I like to do is put an exception handler around the entire main processing loop and if it ever triggers, I like to call this function…sort of like a core-dump for the packet-traffic.

In order for this packet-history stuff to be useful for debugging though, you really need to have your server configured to have encryption turned off (hand-decrypting the raw packet data to figure out what went wrong is virtually impossible).  If you must have encryption on (live servers perhaps), then I recommend you have the application keep it’s own packet-history at the callbackRoutePacket level.  Doing it at the application-level also prevents multi-buffering and reliable-headers from messing up how things look.  The downside is that application-level packets are logical packets and can in theory become quite large.

I have seriously considered adding an application-level packet history function built in (it would simply make a copy of all packets sent to the application callback function for routing).  The downside of this is it imposes significant overhead.

Implementation note: The raw-level packet history function has zero overhead other than memory usage.  The packet-history buffers are pre-allocated when then manager is created and raw-packets read off the socket are read directly into the history and then processed out of the history internally from there on out.  If most of your packets are small and you can afford (security wise) to run unencrypted when debugging this stuff, then the raw-level history is just as effective and easy to use as application level, and avoids the overhead.

13.1.2.12 int keepAliveDelay

This is the amount of time (in milliseconds) that a connection will go without sending data before it sends a dummy keep-alive packet just to let the other side know that it is still alive.  Setting this value to 0 will disable keep alive packets.  Typically the client will be configured to send keep-alive packets to the server, but the server will not be configured to send keep alive packets to the client (it is sort of assumed that the server is alive).

The only way that the other side of the connection can know if a connection is terminated or not is to either 1) get a terminate packet from it or 2) not get any data from it for a certain amount of time.  It is up to the application to use the UdpConnection::LastReceive function to determine how long it has been since a packet was received (internal or otherwise) and decide whether it should terminate the connection because of this.

Typically, if the server is configured to assume a connection is dead if it does not receive data from it for 20 seconds, then typically you want to set the keepAliveDelay to roughly ¼ that value, or 5000 ms.  This does not mean that keep-alive packets will be sent every 5 seconds, but instead means that if the connection has gone 5 seconds and no data of any kind has been sent to the server, it will send the keep alive packet.  The other end ignores the keep alive packet.

Typically a server will be sending data to the client on an almost continuous basis, which means that in practice keep alive packets are very rarely sent.  You want the keep alive delay to be some fraction of the server connection timeout in case a keep-alive packet happens to get lost.  Any type of packet will reset the keep alive timer, including internal control packets like ack’s.

Another trick you may wish to use instead of a keep-alive time, is to ask the reliable channel for its channel-status (UdpConnection::GetChannelStatus).  One of the statistics returned in the channel status is the age of the oldest unacknowledged (yet sent) packet.  If this age ever gets very old, you can know that the other end of the connection has likely quit talking to you.

13.1.2.13 int maxDataHoldTime

This is the maximum amount of time (in milliseconds) that a UdpConnection object will hold on to data in a buffer in hopes of getting more data to combine with it (so as to avoid udp overhead as much as possible by reducing the number of physical packets that are sent).  I refer to this as multi-buffering, that is, putting multiple smallish logical packets into one physical packet.

The multi-buffering occurs at a very low level in the packet processing hierarchy, as such, it will combine packets of any type, including internal packets.  This means that outgoing unreliable data may end up getting combined with ack packets or reliable data packets from one of the reliable channels.

The longer you set the hold-time, the more efficient the protocols will operate.  Since each physical packet has a 30-byte UDP header slapped onto it by the operating system, it is often the case with games that the UDP header overhead accounts for more data on the wire than the application data itself.  In Infantry, over 50% of bandwidth used is UDP packet overhead.

Holding onto the data in hopes of getting more data coming in has its disadvantages too – mainly lag.  Getting this number optimal is a function of how time critical your packet data is.  The longer you can wait the better.  While I don’t recommend setting this number much over 200ms  (as that would result in ack-packets getting delayed so long as to cause unnecessary resends), I also don’t recommend setting it to less than 30ms (as that would result in very few packets getting combined).  Setting it to 0 will cause no multi-buffering at all to occur (ie. the unreliable channel will operate identically to the unbuffered channel). 

It’s worth noting that there is a UdpConnection::FlushMultiBuffer call that will cause the multi-buffer to be immediately flushed (if it has data in it).  Often times, an application can set the multi-buffer hold time fairly large, and then explicitly flush it after sending a time critical packet.  In this manner, time critical packets go out quickly, yet use of multi-buffers is optimized for the less critical data.

Another technique that could be used is to use the unbuffered channel for time-critical data.  The problem with this method versus using the unreliable/force-flush method is that the packet-order potentially gets mixed up as an unbuffered send causes everything stalled in the multi-buffer to get bypassed.  Often times this is not a concern as the unbuffered data is often not order sensitive relative to the data in the multi-buffer.  Using the unbuffered channel to bypass the multi-buffered data can also result in the unbuffered data getting there faster ultimately, especially on modem connections.

I can’t stress enough the importance of spending the time optimizing your multi-buffering to suit your application.  Physical packets/second is often a bigger burden on the network than total bytes of bandwidth.  For example, in Infantry with 1500 players on a single server box, we are getting an incoming packet rate of about 11,000 packets/second. This is about all the NIC hardware can handle (given it’s heavy outgoing responsibilities as well).  It doesn’t matter that all the packets are 20 bytes long…they could be 500 bytes long and the performance would remain roughly the same.  Router overload is also usually due to packet-rate overload as opposed to raw bandwidth overload and manifests itself as increased packet-loss.  If the application were only more judicious in its multi-buffering, it can make a huge difference in actual network load.

Implementation notes: When the very first packet is put into the multi-buffer, the timer is started and subsequent additional data does not reset the timer in any way.  This means that this number represents the maximum amount of time that a piece of data could get delayed by this feature.  This does not mean that the data will not be sent sooner, in fact it often is.  For example, if the multi-buffer fills up, then it will be flushed immediately and a new one started.  Because of how the multi-packet is structured, only packets smaller than 255 bytes in length can be combined together.  If a larger packet is sent, then it will cause the multi-buffer to get immediately flushed, followed by the sending of the larger packet.  It does this in order to try and preserve the intended packet order.

It’s worth noting that setting the multi-buffer resend delay very small can result in an increased burden on the priority-queue, the reason being is that if this value is set to 10ms, then every time a packet is sent and multi-buffered, the connection object needs to schedule itself for 10ms later such that the multi-buffer can be flushed.

It’s important to remember that ack-packets for incoming reliable data will get multi-buffered as well.  If you have multi-buffering turned off and the other end of the connection is sending a lot of reliable data, then all the resultant tiny ack-packets going out by themselves can turn into a significant burden, not only on the outgoing connection, but on the receiving connection as well (if the receiver is the server).  If your application absolutely does not want its outgoing data being stalled at all, then I recommend you at least turn multi-buffering on and then explicitly flush the multi-buffer after each application-send, such that at least ack-packets get combined together with other data to some degree (or use the unbuffered channel for application packets).

13.1.2.14 int maxDataHoldSize

This is the maximum number of bytes that will be multi-buffered before a physical packet is sent out.  Typically this is set to the same size as the maxRawPacketSize  (in fact, maxRawPacketSize is the largest that this value can be, setting it larger will have no effect as the multi-buffering will never form a combined packet that won’t fit in one physical packet).  Setting this value to 0 will cause no multi-buffering to occur.

This number does not necessarily represent the largest multi-packet that can be sent (which is maxRawPacketSize).  If I have the maxRawPacketSize set to 512 bytes, and I have the maxDataHoldSize set to 300 bytes, and I have 280 bytes in the multi-buffer, and I send a 40 byte packet, then that 40 byte packet will be added to the multi-buffer and the entire multi-buffer sent out.  That is, when the amount of data in the multi-buffer exceeds this number, then the multi-buffer is sent out.

Why would you want to set this value to anything smaller than the maxRawPacketSize?  There is a small potential disadvantage to multi-buffering excessive amounts of data, and that is that when you combine small logical packets together into one larger physical packet, you are increasing the amount of time it takes before the receiving end gets the first logical packet, as it ends up having to wait for the entire physical packet to arrive (which can take time on a modem) before even the first logical packet in the sequence can be processed.  This is another subtle way in which multi-buffering trades individual packet timeliness for overall efficiency.

See the maxDataHoldTime parameter section for more details on multi-buffering and how it should be used.

13.1.2.15 int maxRawPacketSize

This is maximum size of a physical-packet that will ever be sent out the socket.  Because of internal packet overhead on some packet types (for example, if crc bytes are enabled, or if reliable delivery is used), the maximum amount of actual data that may be sent in a single physical packet will vary.

Unless you know something about the underlying network and how it handles packets of various sizes, it is probably best to just leave this value alone.  The socket layer is usually able to transport physical packets that are quite large (4k or more) without problems across the majority of networks (the underlying networks may fragment the packet, but that is not necessarily your concern).  I have seen situations where networks are configured to discard rather than fragment large packets, in which case a smaller physical packet size may be needed to get through (but I doubt it).  If you are trying to fiddle with the numbers, remember that the OS will be adding 30 bytes of UDP overhead on top of this value before actually sending the data out the wire.

Setting this value larger (say to 1k) will result in less packets and hence less ack’ing when sending very large logical packets that need to be split up.  But that is not necessarily a good thing.  Flow control can be better managed on slow (modem) connections when smallish size physical packets are used.  If you need to set this to a larger number to support sending of a large unreliable packet, I recommend you also set the ReliableConfig::fragmentSize parameter explicitly such that you don’t run into this problem.

13.1.2.16 int hashTableSize

This number represents the size of the hash-table that will be used by the UdpManager to quickly associate an incoming packet with its corresponding UdpConnection object.  Typically, you should set this value to several times the maximum number of connections that you expect to have so as to avoid collisions in the table (which slow things down).  Since only 4 bytes of memory are used for each spot, there is little memory wasted in simply setting this to a nice large number, particularly on the server side where it actually matters.

Implementation note: The actual hash-table size used will be rounded up to the nearest prime-number.  The hash-table implementation will not perform this prime-number functionality if the table size is larger than 62 million entries.  Of course, it is absolutely ridiculous to set the hash table to anywhere near that size.  Since having more than 2000 connections is fairly unlikely, setting this to a number like 10000 is wastes hardly any memory (40k) and makes for very quick routing.

I could dynamically adjust the size of the hash table based on the number of live connections, but reorganizing a hash-table takes time and I would just assume the application tell me what to expect and let me pre-allocate all the space I will need.

13.1.2.17 bool avoidPriorityQueue

Setting this value to ‘true’ causes the UdpManager to avoid using a priority queue in scheduling time for the UdpConnection objects.  You are probably wondering why you would ever want to do this.  Well, there really isn’t a very good reason, but it was trivial for me to give the application the option.  When in avoid-mode the UdpManager gives every UdpConnection object processing time every time UdpManager::GiveTime is called.  Similarly, calls by UdpConnection objects to be rescheduled are simply ignored (since they get scheduled time every time anyways).

The only reason I can think of that you might want to do this, is if you found that every time you called UdpManager::GiveTime it was ending up giving processing time to every connection anyhow.  This might happen if the incoming packet rate were very high and the UdpManager::GiveTime function was being called infrequently (a few times a second or less).  It could also happen if the send-rate were very high and the maxDataHoldTime were set very low (10ms for example), which would cause the need for connections to be given scheduled time very frequently.  In those situations, all the overhead of managing the priority queue (as little overhead as it is) is essentially wasted time.  The UdpManager keeps statistics on what percentage of UdpConnection objects are given time each time GiveTime is called (see UdpManager::GetStats).

13.1.2.18 int clockSyncDelay

This is the amount of time (in milliseconds) between clock-sync packets.  Clock-sync packets serve two purposes: 1) to synchronize the client clock to the server clock to facilitate cross-machine time-stamps. 2) to negotiate connection statistics such as ping times and packet loss.

If you don’t want connection statistics and you don’t need clock-sync functionality, then feel free to leave this at its default value of 0, which means don’t do it.  Typically, the server side should be configured to not do clock-sync.  Only one side of the connection needs to do clock-sync, and that is typically the client-side synchronizing its clock to the server.

You would think that once the clocks were synchronized, that you could let them go forever and they would remain in sync, but that is not the case.  In fact, clocks seem to wander quite a bit on quite a few machines (from experience, I would say 5% of machines experience significant clock wander, with a few of those showing extreme clock wander).  The only way to fix this problem is to resynchronize the clocks on a semi-frequent basis.  There is very little overhead in synchronizing the clocks, so the application is encouraged to do it roughly once per minute (60000 milliseconds).  The more often you do it, the more accurate/timely the connection statistics will be at any given time that they are asked for.

Implementation note: Just because you specify that the clock will sync every 60 seconds, doesn’t necessarily mean that is what happens.  The implementation tries to be a bit smart about the whole thing.  As a general rule, the better the round-trip time is on the sync-packet, the more accurate the clock-sync will be (less room for error).  As such, when the clock-sync packet is sent, it will not override a previous clock-sync in situations where the new round-trip time is significantly greater than the previous one (unless it has been a very long time, in which case it fears clock-wander more than a bad ping-time and overrides it anyways).  Similarly, when a bad round-trip time had to be used to sync the clock, then the implementation will feel free to accelerate the next clock-sync packet in hopes of getting a better sync sooner rather than later.  Generally though, unless something extreme is going on, the clock-sync packet will be sent on a predictable basis as specified in this parameter.

See the ‘Synchronized Clocks’ section for more discussion on this topic.

13.1.2.19 ReliableConfig reliable[]

The ReliableConfig struct is used to specify the configuration for each reliable channel.  There are currently four reliable channels available to the application.  By default all channels are configured to operate the same.  The application is free to override these configuration settings as it sees fit.  The following configuration options are available to the application for each reliable channel.

Implementation note: At the time of this writing, cReliableChannelCount is set to 4 and changing its value has other implications that need to be considered as well (you need to reserve space in the UdpPacketType enumeration for the reliable, ack, and ackAll packet types). 

The actual ReliableChannel object that is created to manage each reliable channel is not created until either data is sent on a channel, or data is received on a channel.  As such, if a particular channel is not used, its configuration information is ignored.

The configuration for a reliable channel is for the local side of the connection only.  Each side of the connection is free to determine on it’s own how each of its reliable channels will operate.  It is recommended for sanities sake that the same channel be configured for the same purpose on both sides.  For example, if reliable channel 3 is the trickle channel on the server side, then it should probably be likewise on the client side.  As you read through the following configuration parameters, it will become more obvious how these settings are completely local-dependent.

13.1.2.19.1 int ReliableConfig::maxOutstandingBytes

This is the maximum number of bytes that the reliable channel will allow to be outstanding on the wire at any given time.  What constitutes ‘outstanding’ is not quite as simple as it sounds.  For example, a chunk of data that has been sent, but has not been acknowledged may or may not be considered outstanding, depending on what other packets have arrived, and how long it has been since it was sent.  Speaking in terms of sliding window protocols, this value would represent the maximum window size.

It is important to note that this does not represent the minimum window size, which can be (and typically is) much smaller depending on the state of the flow control mechanism.  Generally, the application can set this to a very large number (like 250k or so), which will allow the normal adaptive window algorithm to vary the window up to this size.  The only reason an application would not want to set this to a very large number is if it wanted to intentionally and artificially limit the amount of bandwidth that this reliable channel could use.  That said, it’s important not to confuse this number with the maximum bandwidth the channel will use.  In particular, with a maximum window size of only 8k, the application can likely send data at upwards of 100k/second on a local-area network where ping-times are very low (20ms or less).  The application might do this to prevent a local or high-bandwidth connection from sucking up all the bandwidth of a game server that is trying to keep a game operating smoothly at the same time.

The minimum window size that will ever be used by the adaptive algorithm is 2 * Params::maxRawPacketSize.  Regardless of this setting, the maximum that may be allowed to be outstanding may further be limited by the maxOutstandingPackets setting.  If only 100 packets are allowed to be outstanding, then the maximum number of bytes that could theoretically be outstanding is 100 * Params::maxRawPacketSize (which would be 51200 bytes unless the maxRawPacketSize was changed from the default).

If heavy bandwidth governing is needed on this reliable channel, the trickle settings below are better equipped to handle it.

13.1.2.19.2 int ReliableConfig::maxOutstandingPackets

This is the maximum number of outstanding reliable fragments that are allowed to be outstanding at once.  While setting this number small will tend to serve as a flow-control mechanism in much the same way that setting maxOutstandingBytes small does, there is really no compelling reason to ever do so.  The ReliableChannel object pre-allocates objects to track outstanding packets such that it can avoid allocations during normal processing.  This value represents how many such objects it pre-allocates, and hence the limit to how many it can use.

Generally you want to set this to a fairly large number (500 or 1000 perhaps), particularly if you are sending lots of tiny reliable packets.  Using the window-size to govern the bandwidth usage is usually best done with the maxOutstandingBytes parameter.

Implementation note: For each outstanding packet allowed, roughly 40 bytes are needed for the tracking object.  Setting this number too small can result in the window size being unexpectedly small when lots of tiny reliable packets are being sent.

Combining of small reliable packets occurs in the multi-buffer at a lower level in the communications pipeline, but up at the ReliableChannel level, data is tracked at the reliable-fragment level.  A reliable-fragment is either one complete logical packet, or a fragment of a large logical packet (if the logical packet is too large to fit in one physical packet).

The GroupLogicalPacket object can be used by the application as an optimization if it knows that it will be sending a lot of very small reliable packets at one time.  See the LogicalPacket section for details on how this can be used.
13.1.2.19.3 int ReliableConfig::maxInstandingPackets

This is the maximum number of future packets that the ReliableChannel will queue up while waiting for a missing packet reliable-fragment.  Generally this should be set to the same value as maxOutstandingPackets value is set to on the other end of the connection.  Setting it smaller can result in additional packet loss (particularly on high-bandwidth connections) as the incoming packets may need to be discarded while waiting for a packet that was lost.

I can’t think of any reason to set this value low and I only allow it to be manually set (as opposed to simply matching the maxOutstandingPackets because it may be the case that the maxOutstandingPackets value on the other end of the connection (the one that matters) is set differently from what it is set to on this end of the connection).

Implementation note:  There is only 8 bytes of overhead, again pre-allocated, for each reliable fragment that is allowed to be instanding, so this should generally be set high enough so as not to cause problems.

13.1.2.19.4 int ReliableConfig::fragmentSize

This is the maximum size it will make a reliable packet.  Setting this to 0 (the default) will cause it to simply use the maxRawPacketSize as the fragment size.  There may be situations where you want the reliable channel to fragment things into smaller pieces.  For example, you may wish to set the maxRawPacketSize to 2k, such that you can send larger unreliable-packets without having them get promoted to being reliable, yet at the same time, you probably wouldn’t want a very large reliable packet getting fragmented into such large chunks.  The problem with a large fragment size is it makes the flow-control mechanisms less granular, which can make it difficult for the reliable channel to settle in on a stable byte rate for very slow connections like modems.

13.1.2.19.5 int ReliableConfig::trickleSize

13.1.2.19.6 int ReliableConfig::trickleRate

Reliable channels have the ability to pace their output according to the trickleSize and trickleRate parameters.  The trickleSize represents how many bytes are sent every trickleRate milliseconds.  Normally these parameters are set to zero which means that trickle processing is not in effect.  The trickle mechanism is intended to be used for setting up non-critical channels that can slowly send optional information in the background without adversely affecting the bandwidth available to the game for other purposes.

While the trickle mechanism does effectively limit the bandwidth used, it is not intended to be a bandwidth governing mechanism per se.  In particular, the trickle data is processed only every trickleRate milliseconds; meaning, that every trickleRate milliseconds, it checks to see if there is data needing to be sent and if there is, it sends up to trickleSize bytes worth of data.  Typically you will set the trickle parameters to something like 200 bytes every 500ms.  Packets larger than 200 bytes will be fragmented into 200 byte chunks as if the maxRawPacketSize were only 200 bytes.

One enhancement to this feature that I had in the previous version of my library was the ability to have it monitor total outgoing data and only trickle data when the outgoing data dropped below a certain level.  The problem I ran into with this scheme is far to often I got into situations where the data flow was never low enough to allow the trickle channel to operate.  I found the better solution was to simply let it have a small slice of ‘guaranteed’ bandwidth.

Setting the trickleSize to a large number will not result in it forcing out more data than the pipe can handle.  The reliable channel flow-control will still only allow whatever the adaptive window permits.

13.1.2.19.7 bool ReliableConfig::outOfOrder

Setting this value to ‘true’ will cause that this reliable channel will allow for out of order delivery of reliable data.  The distinction between an out of order channel and an in-order channel is subtler than you might think.  The out of order channel operates identically to the in-order channel in every way, except that when an entire logical packet arrives before some other reliable packet that is supposed to precede it, that reliable packet will be immediately delivered to the application for processing, instead of held waiting for the lost packet to be resent.

Implementation note: Internally, the implementation queues the packets up just as before, but when out of order deliver is enabled, it marks the queued packet as already-delivered, such that when the missing packet arrives it doesn’t try to deliver the packet a second time.  In this manner, the internal processing of the reliable channel was barely changed at all to support this feature.  It’s worth noting that since large packets that have been fragmented must be processed linearly, packets that were fragmented will never be delivered out of order in practice.  If you think about it, this is necessary since you would have no way of knowing which logical packet a future fragment may be a part of (if there are multiple missing packets waiting to be resent).

13.1.2.19.8 bool ReliableConfig::processOnSend

Setting this value to ‘true’ will cause the reliable channel to process the sent packet immediately.  That is, it will immediately check to see if there is room in the window for the packet to go out, and if there is, it will send it out.  This is somewhat akin to issuing a FlushChannels command after sending a packet, except that it only does it for the channel you are sending on, and it doesn’t attempt to give the parent connection processing time to flush it’s multi-buffer.  Issuing a FlushMultiBuffer to the connection after sending a packet to a channel that is in this state will guarantee that the packet is actually on the way (flow control permitting, though circumventing the multi-packetting mechanism is generally not recommended).

Setting this value to ‘false’ (the default) will cause a sent packet to simply be queued and the connection to be scheduled for processing time the next GiveTime.  This is the preferred method as it prevents unnecessary processing, particularly when several reliable packets are being sent in rapid succession (there is no need to be recalculating the window availability every time, which is a fair amount of work).

Implementation note: Generally you would want this value set to ‘true’ on the client-side connections that are processing only one connection and are generally not sending multiple reliable packets in a single iteration anyways (where an iteration is defined as the period of time between GiveTime calls).  On the server side, it is quite likely that several different packets will be sent to the user on a given iteration, and since the server is handling thousands of connections, it is important that it not waste time doing flow control calculations on every packet send, but instead to defer them to the next GiveTime.  This is also important in that, even if you set this value to ‘true’, the connection will have to schedule itself for processing time the next iteration anyways, since it will have to calculate the new scheduled time in its entirety (as you have no idea at that point if some other channel (or even a keep-alive timer) would be next in line to want processing time).

It’s also worth noting that this flag will have very little meaning if you are appropriately giving the UdpManager time on a very frequent basis, as the delay until the next GiveTime will be so small as to make this accelerated processing unnecessary.

13.1.2.20 int crcBytes

The UDP packet header that the operating system sends along with a packet includes a 16 byte checksum to ensure that the packet is not corrupt in transit, and if it is, it throws it away when it gets to the destination.  Normally this is pretty good at catching most errors, since errors tend to occur quite infrequently anyways; however, it allows enough errors through to give server applications fits.  It’s very difficult to design server-side processing of packets to be 100% tolerate of corrupt incoming data.  Even if it doesn’t crash the server, it could end up causing the wrong thing to happen.

Another issue of concern is intentional tampering of packets.  While a CRC appended to the packet isn’t exactly NSA-proof encryption, it is fairly effective at eliminating the amateur hacker who might otherwise cause the server fits with his tampering (even if he doesn’t actually manage to get far enough to cheat).  At a minimum, to properly simulate the CRC an application would have to have a copy of the CRC tables that are used to generate the CRC.

The crcBytes parameter is allowed to have a value from 0 to 4, which is the number of bytes of CRC data that are appended on the end of every physical-packet sent.  If you are going to do CRC’s, then I recommend a 2-byte CRC.  Going larger is simply overkill and going smaller is not safe enough.  The odds of something getting through both the UDP checksum and a 16-bit CRC are astronomical (especially considering how few packets (percentage wise) end up getting corrupted anyways).

Obviously the crcBytes reduce the maximum amount of actual application data that can potentially travel in a single physical packet (ie. maxRawPacketSize).  Like the encryptMethod, the number of crcBytes is negotiated between the client and server as part of establishing a connection.  For client-side connections (that is, connections established with the UdpManager::EstablishConnection call), this value is ignored, and the value specified on the server-end is used for both ends of the connection.

The CRC bytes are the very last manipulation that happens to a packet before it sent out the wire (the line-condition simulations occur after this, but do not modify the otherwise raw packet in any way).  This means that it will be doing CRC’s on the encrypted/compressed data (if applicable).  On the receiving end the CRC is the first thing checked and if it doesn’t match-up, the packet is thrown away as if it never arrived.  Statistics are kept about how often packets are thrown away.

Implementation note:  Internally, every packet has a 32-bit CRC performed on it (if crcBytes > 0).  Then, only the low-order N-bytes of the crc result are actually appended on the end of the packet, this is how we allow anywhere from 0 to 4 bytes worth.  The performance implications of using this feature are that internally it has to 1) calculate the CRC for the packet, and 2) it may have to make a copy of the data being sent (if no encryption methods are used) in order to append the crc bytes on the end and send it as one physical packet.

The internal implementation of the CRC algorithm also takes into account the encryption key and uses that key as the seed for the crc calculation for each packet.  In this manner, the CRC

calculated for a given packet will vary from connection to connection, making packet tampering all the more difficult, without the disadvantages of full packet encryption (cpu overhead and screwing up modem hardware compression efficiency).

13.1.2.21 EncryptMethod encryptMethod[]

This parameter allows you to configure which encryption method will be used for each of the two encryption passes.  Like the crcBytes, the server-side connection dictates to the client-side connection which encryption method is to be used.  If the encryption method on the server-side for the first pass is set to a cEncryptMethodUserSupplied2, then the second set of callback functions will be used for that first pass.  Likewise, the client-side will also use its second set of callback functions for the first pass.  Because of this, it is mandatory that when user-supplied encryption methods are used that both the client and server be passing in the same set of functions for the user-supplied settings.

Because the server dictates the encryption methods that will be used by both ends, this setting is ignored on the client side.  The encryption method must be set to one of the EncryptMethod enumerated values.  As of this writing, the following values were available:

cEncryptMethodNone – do not do any encryption for this pass

cEncryptMethodUserSupplied – use the user-supplied callback for this pass (see below)

cEncryptMethodUserSupplied2 – use the second user-supplied callback for this pass (see below)

cEncryptMethodXorBuffer – use the built-in XOR buffer encryption scheme

The plan is to add new built-in methods for both encryption and compression as they become tested and proven as user-supplied callbacks.  See the Encryption/Compression section for more details on this functionality.

13.1.2.22 int userSuppliedEncryptExpansionBytes

13.1.2.23 UserSuppliedEncryptFunction userSuppliedEncryptFunction

13.1.2.24 UserSuppliedDecryptFunction userSuppliedDecryptFunction

When the Params::encryptMethod[] for either pass is set to cEncryptMethodUserSupplied, it causes that encryption/decryption pass to use the callback functions pointed to here.  Both the encrypt and decrypt callback functions are given a pointer to the source data and a pointer to the destination buffer in which to encrypt/decrypt it.  Additionally, each function is passes a pointer to the UdpConnection object this is related to.

The UdpConnection object can be used by the Encrypt/Decrypt function to get a hold of the encryptionKey, which is randomly generated 32-bit value that was negotiated during the connection-establishment procedures.  Both ends of the connection are guaranteed to have this value set to the same randomly generated number (as determined by the server side) before any encryption/decryption is attempted.

If you have special needs that require you to store more information about the encryption/decryption process, then you will need to have the encryption method added as a built in method and the information necessarily to do the encryption added to the negotiation process (if needed) in some way.  I don’t see this as happening.

The userSuppliedExpansionBytes parameters specifies how many bytes the encryption process could possibly expand the data being sent.  Some compression routines will find that they cannot compress the data at all, and in order for the decryption side to know that the packet coming in is not actually compressed, it will likely have to prefix the actual data with an escape-byte so it knows not to try and interpret it as compressed data.  This will cause the total size to potentially expand by up to 1 byte.

Because the encryption is one of the last stages before a physical-packet is sent out the wire (long after multi-buffering), it must ensure that the encrypted packet does not grow so much as to exceed the maxRawPacketSize.  To ensure this, the internally used maxRawPacketSize will end up being decreased by userSuppliedExpansionBytes.  In this manner, even if a packet ends up expanding, it will still be smaller than maxRawPacketSize.  This also has the benefit that it guarantees that a de-encrypted (decompressed) physical-packet will never expand to be larger than maxRawPacketSize either, this allows us to provide a destination-decrypt buffer to the callback functions without worrying that the decompression will overflow the space we have given it.

13.1.2.25 int userSuppliedEncryptExpansionBytes2

13.1.2.26 UserSuppliedEncryptFunction userSuppliedEncryptFunction2

13.1.2.27 UserSuppliedDecryptFunction userSuppliedDecryptFunction2

Identical to the above only this set of callback is used when cEncryptMethodUserSupplied2 is specified.  It’s worth noting that there is not relationship between being callback2 and being in the second encryption pass.  The application is free to have the first Params::encryptMethod[] pass set to cEncryptMethodUserSupplied2.

We provide two sets of user supplied callback such that the application can use one pass for compression, and another pass for encryption if desired.  Generally, I think using both passes is overkill and obviously the processing overhead it incurs can be substantial.

13.1.2.28 int pooledMemoryMax

This is the maximum number of packets that will be created in the memory pool, before the pool is no longer grown.  Once the pool grows, it currently does not shrink (though we may add the ability for it to shrink in the future).  See the Memory Pooling section for more details on this feature.

13.1.2.29 int pooledMemorySize

This is the size of each packet (in bytes) in the memory pool.  This should be set large enough to handle the majority of reliable packets that are sent (assuming you have the memory to spare).  See the Memory Pooling section for more details on this feature.

13.1.2.30 int simulateOutgoingLossPercent

When this is set to a value greater than 0, the UdpManager will randomly drop this percentage of physical outgoing packets.  Because it is done at the absolute lowest level, it completely simulates the physical packet getting lost on the wire.  If set to 100, then no packets of any kind would ever get sent out the wire.

13.1.2.31 int simulateIncomingLossPercent

When this is set to a value greater than 0, the UdpManager will randomly throw-away this percentage of incoming physical packets.  Like the outgoing loss simulator, this happens right as it pulls it off the wire, so it is as if the loss actually occurred on the wire.  Setting this to 100 would cause no packets to ever be received off the port.

13.1.2.32 int simulateIncomingByteRate

This parameter is used to simulate a certain incoming byte-rate and like packet loss simulation, is applied at the UdpManager level, meaning that all data coming into the box (regardless of which connection-object it is headed to internally) has to fit through this bandwidth window.  The byte-rate is specified in bytes per second, so to simulate a typical modem, you would set this to something like 4000.

How this is accomplished internally is that each time a packet is polled off the wire, the UdpManager calculates how much time that packet should have taken at the given byte-rate, then it simply doesn’t check the socket for more incoming data until enough time has elapsed.  So for example, if I set this to 2000 and I read the port and got a 500 byte packet off the socket, then I would not check the socket again (regardless of how many times GiveTime is called) until 250ms had expired, I would then poll the next packet off the wire, process it, and again delay until an appropriate delay was imposed.

It’s worth noting that if the other end of the connection is sending me data at a faster rate than I am reading it off the socket, then the data will tend to simply pile up in the incoming socket buffer.  If you specified a 250k incoming socket buffer, you could end up backlogging 250k worth of data (over a minutes worth at modem simulation speeds) before packets actually started getting lost by the OS.  This obviously doesn’t simulate a modem very well, since the terminal-server on the other end of a modem will tend to only queue up 8k to 16k worth of data before it starts throwing it away.  Throwing data away when full is vital in order to properly simulate what a modem will do, and for the flow-control to be able to adjust appropriately.  In order to properly simulate line conditions, when using this feature, you should also set the incomingBufferSize to a reasonably small number.

13.1.2.33 int simulateOutgoingByteRate

This value is specified in bytes per second and applies to all data leaving the box through this UdpManager (meaning all connections).  If you are doing this on the server-side, then you are simulating the outgoing server bandwidth capacity (not the capacity to any given connection).  Generally, it is up to the clients to simulate their own bandwidth limitations.

Each time the UdpManager sends a chunk of data, it sets a delay-flag for how long it should wait before it is allowed to send data again.  Any data sent by the application in excess of this rate will effectively be queued until time is available to send it.  Queuing all the outgoing packets requires allocating space and making a copy of it, so using this simulation is fairly inefficient.

It is important that the overload levels below be set appropriately when using this function as well.

13.1.2.34 int simulateOutgoingOverloadLevel

In much the same way that the incomingByteRate can cause a backlog in the socket buffer, the outgoingByteRate can cause a backlog in the outgoing simulation queue.  In much the same way that a large incoming socket buffer will not effectively simulate line conditions in this situations, there needs to be a cap on the amount of data that is allowed to be backlogged in the outgoing simulation queue.  That cap is what this number represents.

With incoming data, we are effectively using the incoming socket buffer to queue the data for us as we simulate the rate, and that buffer has a limited size.  With outgoing data, we have to queue the data our self (since once it is handed off to the socket buffer, it’s speed is unlimited).  This queue must be limited in size to reflect reality (just like the outgoing socket buffer has a limited size).

13.1.2.35 int simulateDestinationOverloadLevel

Even though the code does not allow you to simulate the outgoing byte rate on a per-connection basis (I would have to queue data on a per-connection basis, which I did not bother implementing as I figured it was easier to just have the client do simulations as needed), it does allow you to simulate at what level you will start overloading the destination on a per-connection basis.  This is pretty much pointless without per-connection outgoing bandwidth limitations, but the way the outgoing simulation queue worked out, it was practically free to put it in, so I did.

13.1.3 UdpManager::GiveTime(int maxPollingTime = 50, bool giveConnectionsTime = true)

Because the UdpLibrary is not a threaded implementation, the library must be explicitly given time by the application to do its job.  This is the call the application makes to give it this time.  The only time the UdpLibrary will callback the application (for example, to route incoming packets) is during this call.

The UdpManager’s main responsibilities are to manage the sole socket being used by the system, and to manage the virtual connection objects that are active.  As such, during the GiveTime call, it does the following:

1) Polls the socket for incoming packets and routes them to the appropriate UdpConnection object for processing (which in turn route them to the application via the callback if appropriate).  It will sit in a loop polling and routing packets until there are no more packets in the socket buffer, or until it has polled for maxPollingTime.

If maxPollingTime is set to 0, it will not poll the socket at all, and no incoming packets will be processed; this of course means that the application will not be called back to process any application packets.  This can be useful if you want to give the UdpManager time to do things such as send keep alive packets, but are not in a position in your code where you are willing to receive incoming packets.  Internal control packets will not be processed either, so you are not at liberty to simply use this to shut off incoming application packets for an indefinite period of time.

If maxPollingTime is set to –1, it tells the UdpManager it is allowed to process 1 physical packet out of the socket per call.  Mind you, one physical packet can result in multiple packets actually being delivered to the application via the callback.  This will occur if the physical packet is a multi-packet, or if the physical packet is a missing packet in a reliable stream (which may then deliver the other packets that were stalled).  Where this feature might be useful is if you are a client-side connection and are establishing a connection to a server, but do not want to receive any application packets on that connection until your code has verified that the connection successfully established (ie. changed from cStatusNegotiating).  Since the internal connection-confirm packet is guaranteed to travel alone in a physical packet, and since it is impossible for a connection to deliver packets on a connection that is not confirmed, processing only one packet per GiveTime call will effectively guarantee that the application will see the status of the connection object changed before any application packets are delivered on that connection.  You can also potentially use the connection confirmation callback to avoid this problem.  See the following implementation hint for details on why none of this should be an issue anyways.

Implementation hint: Since the client can’t send data on a negotiating connection, the only time that the above scenario could occur, is if the server-application were to start sending data to the client before the client sent any data to the server (ie. the server starts sending data as soon as it sees the connection come in).  This is generally a bad idea since the server at that point has no idea who is connected or what they want.  Generally on the server side when a connection is established, the server should do nothing with the connection until it receives some sort of login/authorization packet from the client to verify the client’s identity; to do otherwise would be a potential security breach.

If you consistently timeout the polling process as opposed to reading the socket dry, then it means the application is not processing the incoming packets fast enough to keep up, which will eventually result in the incoming socket-buffer filling up (no matter how big you make it), and packets getting lost…not to mention the lag that would be induced by not getting to packets quickly enough.  The application is free to take as much time processing a packet as it wishes, but generally that is a bad idea for the reasons noted above…generally anything that blocks on the server side like that will cause problems in other areas.

2) Gives existing UdpConnection objects processing time to do things they may need to do, if they have a need for processing time.  The UdpConnection objects are kept in a priority queue based on when they next need processing time.  Each time they are removed from the priority queue and given time, they are responsible for rescheduling themselves in the priority queue before returning.  As such, each time you call GiveTime, it does not necessarily give every connection processing time.  The percentage of connections that get processing time each call is tracked statistically (see UdpManager::GetStats).  This percentage can vary greatly depending on how you have things configured and how often you call GiveTime.  The more you call GiveTime, the smaller the percentage of connections that will actually need processing time each call.  Similarly, if you configure the multi-buffer to flush quick (maxDataHoldTime of say 10ms), then that will tend to result in connections needing processing time on a more frequent basis.  See UdpConnection::GiveTime for a description of what the UdpConnection object does with the time it is given.  If the Params::avoidPriorityQueue setting is true, then the UdpManager will avoid using a priority queue to schedule time for connections, and instead will give processing time to every connection every time GiveTime is called by the application.

3) Finally, the UdpManager processes the outgoing simulation queue as appropriate.  The outgoing simulation queue is only used when the UdpManager is configured to simulate certain line conditions such as limited outgoing bandwidth.  This is generally a testing feature and as such this step will be ignored most of the time.

Implementation note: The order of the above steps is important to the smooth operation of the library.  Processing incoming packets will always result in a shuffling of the priority queue.  For example, if an incoming packet is an ack-packet, it could cause that other packets need to be resent sooner rather than later.  Even a simple application packet can cause a UdpConnection object to re-evaluate when it next wants processing time.  As it turns out, any packet coming into a particular connection will result in that connection having a need to immediately re-evaluate when it may want processing time again.  The process of determining when that will be is the same as the process it goes through when it needs time; that is, the only way it can determine what the new time should be is to go through all the steps of giving time to all the subordinate objects (like reliable channels).

As an optimization, rather than issue itself a UdpConnection::GiveTime call every time a packet comes in such that it can reschedule itself; instead, it reschedules itself for time-zero, which tells the priority queue that it needs time right now.  By doing it this way, when the polling process in step 1 noted above receives 5 packets for a particular connection, it doesn’t result in 5 calls to GiveTime to keep rescheduling (and the resultant thrashing of the priority-queue); instead, the second through fifth reschedulings to time-zero are simply ignored since the priority queue will realize that the desired rescheduling time hasn’t changed.  Then, when step 2 above is executed, all the connections that received packets will get scheduled time to determine when they actually need processing time again (and to do things like resends that may have been accelerated due to the incoming packets).

It’s entirely possible that other events could occur during the polling process to cause connections to need processing time; for example, an incoming packet on one connection that is processed by the application, could result in an outgoing packet on another connection (like if it were a public-chat message for example, it would get forwarded to all other players).  As with received packets, sent packets will also result in the connection object having to re-evaluate when it needs time again.  Finally, it’s also likely that a particular connection will simply reach it’s desired schedule-time during step 2.

Finally, by doing the outgoing simulation queue stuff last, any data that was sent by the above two steps will be able to be immediately considered for actual sending.

13.1.4 UdpManager::EstablishConnection(char *serverAddress, int serverPort, int timeout = 0)

Any UdpManager object is capable of establishing or initiating a connection to another one that is listening.  This is accomplished by calling this function.  The server address should generally be an ip-address, such as “127.0.0.1”.  It can also be a fully qualified domain name, such as “gameserver.station.sony.com”.  The port that the server is listening on will also need to be specified.

Using a fully qualified domain name will cause the EstablishConnection call to block long enough to resolve that name into an IP address; otherwise, this function will not block and instead immediately return a UdpConnection object that is in a cStatusNegotiating state.  The UdpConnection object will remain in this state until either the connection is successfully established, or until the ‘timeout’ specified in this call is exceeded (timeout is in milliseconds).  If the timeout expires, then the connection is changed to a cStatusDisconnected state and is no longer of any use.  Setting the timeout to 0 will cause the connection to never timeout and instead try forever to establish the connection (until the application see fit to terminate it and give up).

Whether it succeeds or fails, it will callback the application to notify it as such if the application has specified a Params::callbackConnectComplete function.  This callback is completely optional; normally when establishing a connection, the initiating application is free to block waiting for the connection to complete as per the example in the Typical Client Setup section.

Implementation note: Internally, the UdpConnection object that is in a cStatusNegotiating state will send out connect-request packets once per second until one of them is acknowledged.  On the server side of the equation, duplicate connect-request packets are ignored (from the server applications point of view) and instead are simply reconfirmed.  It’s possible that the application could attempt to establish a connection, abort the process, and then immediately attempt again.  To prevent the server side from seeing the two connection-requests as duplicates when in fact they are not, the connection-requests contain a randomly generated number such that they can be matched up.  This is referred to as the connect-code and is actually available for the application to look at it if it so desires (see the Encryption/Compression section or the UdpConnection::GetConnectCode section for details on how this might be useful).

13.1.5 UdpManager::GetStats(ManagerStatistics *stats)

This call will return various statistics about the UdpManager object.  Since the UdpManager object represents all connections, on the server side these statistics will (where applicable) cover all connections past and present.  The values in the ManagerStatistics struct are fairly self explanatory.

The priortyQueue counts can be compared to determine what percentage of UdpConnection objects (on average) get processing time each time GiveTime is called.  The statistics accumulate indefinitely until UdpManager::ResetStats is called, at which time they are all reset.  The elapsedTime member represents the amount of time that has elapsed (in milliseconds) since ResetStats was called (or the UdpManager object was created); this is a useful number for computing averages/second over the sampling time.

The ManagerStatistics can and probably should be reset periodically such that the numbers can be somewhat meaningful.   Knowing how many packets the server has sent over the past week will only allow you to get an average over the entire period of time.  Generally you will want a shorter sampling time than that.  In Infantry servers, I reset the sample every 60 seconds, then at any given time when I query the server for these numbers, it will be able to tell me what the average packet-rate and byte-rate is at the moment…a far more useful number generally.

13.1.6 UdpManager::ResetStats()

This function resets all of the ManagerStatistics to zero.  See the GetStats function for details on when you might want to do this.  This does not reset the UdpConnection statistics.

13.1.7 UdpManager::CreatePacket(void *data, int dataLen, void *data2, int dataLen2)

This creates a logical packet with the specified data in it.  The application is free to specify NULL for ‘data’, in which case it will create a logical packet of the specified size that contains garbage data.  The application is then free to put the data in it using the appropriate LogicalPacket functions.  This function is used internally by the UdpReliableChannel object when it needs to allocate a logical packet in order to hold onto data sent via the UdpConnection::Send(void *, int) interface.  It is highly recommended that the application use this function as well when creating logical packets.  The reason is, that this function will draw logical packets from the memory-pool when appropriate, and allocate packets when not.  The memory pooling can improve performance significantly on the server side.  See the Memory Pooling section for more details on how this feature works.

13.1.8 UdpManager::DumpPacketHistory(char *filename)

This function dumps the incoming packet history to the specified file.  This is a hex-dump of the raw incoming packets before any processing is done.  The number of packets kept in this history is specified by the Params::packetHistoryMax parameter.  Because these are raw packets, if you are compressing or encrypting packets in some way, then the packet history is going to be fairly difficult if not impossible to decipher.  When testing your program, I recommend that you keep those features off such that the packet history is easy to manually interpret.

Typically what I like to do is put an exception handler around the main program loop and then if anything happens that is going to end up crashing the program, I call DumpPacketHistory and dump everything to a log file.  It is often the case on the server that a particular packet triggered a bug to occur, and even know what type of packet that might have been will get you a long ways towards tracking down the bug.

You should keep the packet-history size large enough that you can see the last few things that happen, yet small enough that you aren’t wasting a lot of memory on it.  Each packet history entry takes maxRawPacketSize bytes of memory, regardless of the size of the actual packet it contains.  There is no processing overhead at all to keeping a packet history as the history itself serves as the buffer into which raw packets are read out of the socket.

13.1.9 UdpManager::GetLocalIp()

This function returns an IpAddress object which represents the IP address of the local machine.  On machines that are multi-homed, the IP address cannot be determined outside of the context of an incoming connection.  Since we have no incoming connection (UDP by nature is connectionless), on multi-homed machines it may not possible to determine the local IP address (once we start getting incoming UDP traffic on the port, some implementations may use this information on a multi-homed machine to determine the address).  Some multi-homed machines may also return one of the default home addresses.  See the sockets documentation on ‘getsockname’ for more details on how this will behave on a given platform.  If it cannot determine the IP address, it should return an IpAddress(0) object.

Implementation hint: If you are writing a game-server and you are having that game-server register itself with a director-server and you need the game-server to be able to tell the directory-server the ip/port that it is listening on, an alternate way to do this is to have the directory-server use the GetDestinationIp function call to determine the address of the game-server, then have the game-server only send the port-number that it is listening on to the directory-server.  This method is recommended provided that the routing to the directory-server from the game-server occurs on the same network card that the incoming connections to the game-server plan on talking to (ie. the directory server can’t be on an internal-only subnet).  If you allow outside connections to come in on either home-address, then you are screwed as far as what address you report to the directory server (for obvious reasons).  Generally this will never occur.

Implementation hint: As a general rule (on the client side of connections in particular), you cannot count on this value being meaningful.  More often than not nowadays, the client or players machine is sitting behind a NAT of some sort.  What this means is that the IP address of the machine and the port it is talking on are not meaningful outside of the context of their local situation.  The IP/port that the server sees a player coming from will not match the IP/port that the player thinks they are on in these common situations.  If you have the client application ask for its local IP/port and then send those values to the server, you are most likely doing something wrong, since these values will have no meaning when the client is behind a NAT (network address translation).  Many cable-modem and DSL systems place people behind NAT’s.  Home-networks setup to share Internet connections often do the same as well.  (This is similar to the above hint regarding directory-servers…again, the better approach is to have the destination use the port address that packets are coming from (as obtained from UdpConnection::GetDestinationIp).

13.1.10  UdpManager::GetLocalPort()

This function returns the port number that the UdpManager’s socket is talking on.  If the Params::port parameter is set to a fixed-value (as is normally done on the server side), then this will match that port number.  If the Params::port is set to 0, then the port number actually used will be dynamically assigned by the operating system at the time the socket is create (ie. when the UdpManager is created).  In those cases (typical of a client side connection), this is the port-number that was dynamically assigned.

Unlike GetLocalIp, this function should always return the correct value, even on a multi-homed machine, since the port number is common to both home-addresses.  This does not mean that this number is meaningful outside of the context of this machine, since NAT could cause the actual number used by external sources to talk to this port to be different.  See the implementation hint under GetLocalIp for more details on how NAT affects things.

13.1.11 UdpManager::SetHandler()

13.1.12  UdpManager::LastReceive()

13.1.13  UdpManager::LastSend()

13.1.14  UdpManager::FlushAllMultiBuffer()

13.2 UdpConnection

13.2.1 UdpConnection::AddRef()

When the application is handed a UdpConnection object by the ConnectRequest callback, the application is required to AddRef it if it intends to keep it.  If the application does not do this, then when the callback returns the UdpConnection will be deleted.

13.2.2 UdpConnection::Release()

This function is used to release the applications reference to the UdpConnection object.  This will generally cause the UdpConnection object to be destroyed because the UdpManager generally does not keep a reference to the UdpConnections.  Releasing it does not guarantee that it has actually gone away.  In particular, the UdpManager will keep a reference to the UdpConnection object during packet processing; meaning, that if the application deletes the UdpConnection object during one of the callback functions, the delete won’t actually occur until all the packet processing is complete, at which time the UdpManager will release its reference and the object will be destroyed.

What this means to the application is that it is possible for the application to receive a callback with data from this object (even via its handler object) even after it has released its reference to it (because the object is still alive and referenced somewhere).  In practice, this will only happen if the UdpConnection object were in the process of disassembling and sending pieces of a multi-packet at the time the application released the connection object.  To prevent this from happening, the application should set the UdpConnection object into a disconnected state before releasing it, by calling UdpConnection::Disconnect().  This will ensure that no other data will get routed (a Disconnected UdpConnection object will never route a packet to the application).

13.2.3 UdpConnection::SetPassThroughData(…)

13.2.4 UdpConnection::GetPassThroughData()

13.2.5 UdpConnection::Disconnect(int flushTimeout = 0)

13.2.6 UdpConnection::Send(…)

All data sent by the application is sent via this Send function.  There are actually two flavors of this function, one that takes a LogicalPacket, and one that takes a pointer to a raw data buffer.  While each of the methods is similar, there are cases where one may be better for your situation (efficiency wise) than the other.  Their prototypes are as follows:

bool Send(UdpChannel channel, void *data, int dataLen);

bool Send(UdpChannel channel, LogicalPacket *packet);

The following sub-sections discuss that various UdpChannel options and how they should be used.  As for the actual data being sent, the application can either send in a raw pointer to the data with the length of it, or the application can bundle it up inside of a LogicalPacket object of some sort.

Sending data via a raw pointer has the advantage that the application can simply prepare the data anywhere it wants (on the stack for example) and then send it.  If the data is being sent on an unreliable channel of some sort, then internally no allocations will need to occur, as the data will either be sent directly out the wire, manipulated in temporary working buffers (for encryption for example), or stuck into the multi-buffer for later sending.  If data sent via this method is sent to a reliable channel, then internally the implementation will end up calling UdpMisc::CreateQuickLogicalPacket to create a LogicalPacket out of it.  The reason the ReliableChannel object (which manages reliably sent data) must have a LogicalPacket that is dynamically allocated is because it must hold onto the data past the end of the function-call until the data has later been acknowledged (in case it has to resend it).

In cases where you know the packet being prepared is going to be going out on a reliable-channel, it is advised that you allocate your own logical packet and populate it directly.  While doing this won’t prevent you from doing the allocation (as LogicalPackets MUST be created on the heap), it will save the internal implementation from having to do the copy of the data from one place to the other.

The LogicalPacket version of the Send function is superior in (almost) all cases where the data is being sent on a reliable channel.  The reason for this is that internally the implementation will simply AddRef the LogicalPacket object that is passed in and keep a reference to it until it is finished using it (ie. the data (and all fragments) have been acknowledged).  Where sending LogicalPackets really pays off is when you are sending the same packet to multiple destinations.  In those situations, the same copy of the data can be held in-reference by all the connections that are using it, and it will automatically be freed when the last connection is finished with it.  There is more discussion of this and sample code in the Sending Data section above.

You should also review the LogicalPacket section for details on other LogicalPacket options at your disposal.  In particular, the GroupLogicalPacket allows for sending of multiple-packets as one larger packet, and the StructLogicalPacket template allows you to effortlessly create LogicalPacket’s out of (existing) structs (if you are in the business of sending structs across the wire – see Portability Issues section for a discussion of this topic).

13.2.6.1 cUdpChannelUnreliable

This method will send the data out in a UDP packet without caring whether the packet makes it or not.  It will make no attempt to preserve the packet-order of multiple packets sent via this method (though it is fairly rare that the network will manage to scramble the order of the packets being sent).  Packets sent on this channel are subject to multi-buffering.  There is no additional overhead associated with using this channel.

In fact, the UDP packet that actually gets sent will contain only your raw data unless 1) you are using multi-buffering in which case your data could get packaged with other data 2) you have it configured to append crc-bytes on the end of the packet, 3) you are using one or more encryption passes which mangle the data, or 4) your packet begins with a zero-byte, in which case it needs to prefix an escape sequence byte on the front of your packet so as to avoid confusion with internal control packets.

Implementation note: At the moment, any non-reliable packet sent (on any of the non-reliable channels) that is larger than the maxRawPacketSize (after overhead bytes likes CRC, zero-escape, and order-numbering) are added, will internally be promoted to being a uUdpChannelReliable1 packet.  If it makes you feel better, you could just pretend that unreliable data packets are limited to maxRawPacketSize bytes in size.

There are countless reasons why this is the case:  1) To do otherwise would require that the Unreliable channel do ordering, which it does not.  2) Even if it did ordering, it would cause the need for as much additional packet overhead as the reliable channel adds anyways.  3) Implementation wise, a lot of the functionality already in the ReliableChannel object would have to be duplicated in the non-reliable processing (including buffering of incoming unreliable packets, which currently is not done – unreliable incoming packets are always delivered to the application immediately upon polling them off the wire).  4) Anything larger than a physical packet is almost inherently by nature something that isn’t going to be replaced within the round-trip time window of correction anyways.  Remember, the only reason to send stuff unreliably is if later data is going to end up replacing it before the resend could occur in the first place.  Reliable data is not any slower than unreliable data the vast majority of the time (times when the data would have been lost entirely on the unreliable channel anyways).

The applications really need not be cognizant of the fact that the UdpLibrary accomplishes delivery of unreliable large packets by piggybacking them on the reliable channel.  The only reason I make you aware of this implementation detail is so you will be aware of the extra overhead involved when large unreliable packets are sent (similar overhead to what would be needed anyways).  The other reason is so that you are careful to configure the first reliable channel appropriately.  The first reliable channel should be configured to be the applications general-purpose reliable channel.

Another issue of concern would be flow control.  Unreliable channels have no flow control by nature, so sending large amounts of data on them is not a good idea.

13.2.6.2 cUdpChannelUnreliableUnbuffered

This method is identical to the cUdpChannelUnreliable method, except that packets on this channel will bypass the multi-buffering stage and always go directly out the wire.  The application needs a fairly compelling reason to bypass the multi-buffer in my opinion.  The only disadvantage of the multi-buffer is that is causes the data delivery to be slightly slower (by up to maxDataHoldTime), but the advantages in packet and header reduction are enormous.

Using this channel will also result in this packet losing-order relative to packets that are getting stalled in the multi-buffer.  This generally is not a big deal, as the user should generally assume that the packet-order for each channel is completely independent (even if the underlying network never scrambled the order).

If you have a particular piece of data that you need sent out immediately (and you normally multi-buffer), a better approach is to send it on the cUdpChannelUnreliable channel and let it get multi-buffered, then immediately call FlushMultiBuffer to flush it.  Doing it this way will tend to better preserve the natural packet order (if it matters) and will still maintain some of the advantages of reduced packets and hence header overhead.  The only down side to doing it this way is that the packet you are sending may be slightly delayed in arrival because other data in the packet that must filter across the modem line first.

13.2.6.3 cUdpChannelOrdered

This channel is identical to the cUdpChannelUnreliable method, except that it guarantees that the order of delivery will remain in tact.  If the destination receives a packet that is older than a previous packet that it has gotten, then it simply throws that packet away.  At a minimum, you should only use this method if throwing away the out of order packet is more desirable than delivering it out of order.  The overhead to accomplish this is a 4-byte internal header that gets prefixed to your data.

While this method may have its uses, I see it as a marginally useful hybrid between an unreliable send and a reliable send.  In most situations when you need ordered delivery, you almost always need reliable delivery as well.  About the only situations I have seen where unreliable delivery in general is an option, is where the information being sent is going to be absolutely replaced quickly by data soon to follow.

That is, unless the time it takes for the reliable-channel to resend the lost data is longer than the amount of time before the application will be sending new replacement data, then you really ought to be using the reliable channel.  The extra overhead of ack packets heading back the other direction is negligible in most situations (especially since the return-path is generally lightly used and the ack packets will multi-buffer up with any other data that happens to be going out).  It’s worth noting that the reliable-channel is generally very fast at resending lost data.  In particular, if there is other reliable data being sent as well, then the resend will generally occur in the typical round-trip time for a packet (250ms even on a modem).

The main game situation where I have seen the above circumstances occur is with entity position packets that are being sent on a very frequent basis.  In those situations, something you should be mindful of is that if the server is sending a particular client position-updates for 5 different entities, and it sends the position for entity #3 followed by the position for entity #5, you don’t want the UdpLibrary throwing away #3 in situations where #5 arrived (out of order) first.

Because this situation is far more likely to occur than successive #3 packets (which tend to be sent at least 200ms apart in the first place) arriving out of order, the use of the this ordered-channel in any circumstance is highly suspect.  The better approach is for the application to manage its own ordering on a per-entity basis.  Personally, I recommend the use of short sync-stamps (see Synchronized Clocks section) for this purpose as they have the added the benefit of letting you know what the one-way travel time for the packet was.  Plus, doing it at the application level saves 2 bytes per packet as well.

One of the few situations where I see it maybe making sense is for client-to-server position data where there is only one entity’s position data involved in the process (but again, at 200ms apart minimum, its quite unlikely they would ever arrive out of order anyways).  Again, the short sync stamp has other advantages you might wish to take advantage of.

13.2.6.4 cUdpChannelOrderedUnbuffered

This channel is identical to the cUdpChannelOrdered channel, except that the packets bypass the multi-buffer and are immediately sent out the wire.  This channel also keeps its own independent order number from the other ordered channel (ie. order across the two ordered channels is not guaranteed).  See the cUdpChannelUnreliableUnbuffered section for more details on the implications of using an unbuffered channel.

13.2.6.5 cUdpChannelReliable1 (through 4)

There are 4 different reliable channels and they are all identical with the exception that each channel may be configured to operate differently (see Params::reliable[] section for details).  Configuration options include parameters to tweak flow-control aspects and allow for out of order delivery.  Each of the reliable channels operates completely independently of the other reliable channels.

Small reliable packets end up getting combined further down the pipe by the same multi-buffer mechanism that is combining everything else from the other channels.  Large reliable packets are fragmented up into appropriate size chunks (dependent on configuration).  There is no limit (except available memory) to the size of a reliable packet, or the amount of reliable data or packets that may be queued up.  The reliable channels use a very TCP-like adaptive window flow control mechanism to optimize bandwidth usage and deal with congestion.

Implementation note:  The ReliableChannel object is internally created for each reliable channel that is used, at the time it is first used.  The ReliableChannel object is really the heart of the UdpLibrary in that the rest of the stuff is fairly easy compared to doing a reliable protocol.  The technical details on how the ReliableChannel object does its job are beyond the scope of this document, but a review of the code+comments might make good reading if you are the hard-core type.  If you are really interested, I would be happy to give you a whiteboard discussion of how it works (including the adaptive flow control stuff).  The only thing I would want to say here about flow-control is that to do it even somewhat properly required two-way communications; this is one of the main reasons why unreliable channels do not attempt any flow control.

13.2.7 UdpConnection::FlushMultiBuffer()

13.2.8 UdpConnection::FlushChannels()

13.2.9 UdpConnection::OutgoingBytesLastSecond()

This returns the number of bytes that have been sent on this connection in the last second.  It is accurate to about 25ms (meaning the return-value could possibly only represent the last 975ms of time instead of the full 1000ms).  I don’t recommend using this for application-level throttling or flow control, though it could be used to pace the data flow from the application dynamically.

13.2.10 UdpConnection::SetHandler(UdpConnection::Handler *handler)

13.2.11 UdpConnection::LastReceive()

13.2.12 UdpConnection::LastSend()

13.2.13 UdpConnection::ConnectionAge()

13.2.14  UdpConnection::GetEncryptCode()

13.2.15  UdpConnection::GetConnectCode()

13.2.16  UdpConnection::GetDestinationIp()

13.2.17  UdpConnection::GetDestinationPort()

13.2.18  UdpConnection::ServerSyncStampShort()

13.2.19  UdpConnection::ServerSyncStampLong()

13.2.20  UdpConnection::ServerSyncStampShortElapsed(…)

13.2.21  UdpConnection::ServerSyncStampLongElapsed(…)

13.2.22  UdpConnection::GetStats(…)

13.2.23  UdpConnection::PingStatReset()

13.2.24  UdpConnection::GetChannelStatus()

13.2.25  UdpConnection::TotalPendingBytes()

13.3 UdpIpAddress

13.4 UdpMisc

13.4.1 UdpMisc::Clock()

13.4.2 UdpMisc::ClockDiff(…)

13.4.3 UdpMisc::ClockElapsed(…)

13.4.4 UdpMisc::Crc32(…)

13.4.5 UdpMisc::Random(…)

13.4.6 UdpMisc::LocalSyncStampShort()

13.4.7 UdpMisc::LocalSyncStampLong()

13.4.8 UdpMisc::SyncStampShortDeltaTime(…)

13.4.9 UdpMisc::SyncStampLongDeltaTime(…)

13.4.10  UdpMisc::SmartResize(…)

13.4.11  UdpMisc::PutVariableValue(…)

13.4.12  UdpMisc::GetVariableValue(…)

13.4.13  UdpMisc::PutValue32(…)

13.4.14  UdpMisc::GetValue32(…)

13.4.15  UdpMisc::PutValue24(…)

13.4.16  UdpMisc::GetValue24(…)

13.4.17  UdpMisc::PutValue16(…)

13.4.18  UdpMisc::GetValue16(…)

13.4.19  UdpMisc::CreateQuickLogicalPacket(…)

13.5 LogicalPacket

13.5.1 SimpleLogicalPacket

13.5.2 GroupLogicalPacket

13.5.3 FixedLogicalPacket (template)

13.5.4 StructLogicalPacket (template)

13.6 UdpReliableChannel

13.7 PriorityQueue (template)

13.8 HashTable (template)

13.9 PointerDeque (template)

14 Test Applications

14.1 UdpClient

14.2 UdpServer

15 Contact Information

The UdpLibrary was originally designed, written, and documented by Jeff Petersen.  If you have any questions regarding its use, or suggestions for enhancements, you can contact me at jpetersen@soe.sony.com, or 858-577-3480.  If you find a bug, please let me know ASAP so it can be fixed for all groups using the library (including myself).




Class MyConnectionHandler : public UdpConnectionHandler


{


public:


	virtual void OnRoutePacket(UdpConnection *con, uchar *data, int dataLen);


};





void ClientProgram()


{


// create the manager object (non blocking)


UdpManager::Params params;


UdpManager *myManager = new UdpManager(&params);





// create the connection (non blocking)


	AppConnectionHandler myHandler;


UdpConnection *myConnection;


myConnection = myManager->EstablishConnection("game.sony.com", 9555);


myConnection->SetHandler(myHandler);





		// wait until the connection has successfully been negotiated


	for(;;)


	{


		if (myConnection->GetStatus() != UdpConnection::cStatusNegotiating)


			break;


		myManager->GiveTime();


	}





		// connection established, start main program loop


	while (/* not end of applications */)


	{


		if (/* time to send application packet */)


			myConnection->Send(cUdpChannelUnreliable, data, dataLen);


		myManager->GiveTime();


	}


	


	myConnection->Disconnect();


	myConnection->Release();


	myManager->Release();


}





void MyConnectionHandler::OnRoutePacket(UdpConnection *con, uchar *data, int dataLen)


{


	// incoming application-packets arrive here via callback,


// only when you GiveTime to the manager


}














void PlayerManager::SendToAll(void *data, int dataLen)


{


	LogicalPacket *myPacket = UdpMisc::CreateQuickLogicalPacket(data, dataLen);





	for (int i = 0; i < mPlayerCount; i++)


		mPlayer[i]->mConnection->Send(cUdpChannelReliable1, myPacket);





	myPacket->Release();


}











int SimpleEncrypt(UdpConnection *con, uchar *destData, uchar *sourceData, int sourceLen)


{


	int key = con->GetEncryptCode();


	uchar *endPtr = sourceData + sourceLen;


	while (sourceData != endPtr)


		*destData++ = (uchar)(*sourceData++ ^ key);


return(sourceLen);


}





int SimpleDecrypt(UdpConnection *con, uchar *destData, uchar *sourceData, int sourceLen)


{


	int key = con->GetEncryptCode();


	uchar *endPtr = sourceData + sourceLen;


	while (sourceData != endPtr)


		*destData++ = (uchar)(*sourceData++ ^ key);


return(sourceLen);


}





class Player : public UdpConnectionHandler


{


	public:


		Player(UdpConnection *con)


		{


			mConnection = con;


			mConnection->AddRef();


			mConnection->SetHandler(this);


		}





		~Player() 


		{ 


			mConnection->SetHandler(NULL);


			mConnection->Disconnect();


			mConnection->Release();


		}





		virtual void OnRoutePacket(UdpConnection *con, const uchar *data, int dataLen)


		{


			// process data from player here as appropriate


		}





		Player *mNext;


	private:


		UdpConnection *mConnection;


};





class PlayerManager : public UdpManagerHandler


{


	public:


		PlayerManager()


		{


			mPlayerList = NULL;


			UdpManager::Params params;


			params.port = 9555;		// listening port


			mManager = new UdpManager(&params);


			mManager->SetHandler(this);


		}





		~PlayerManager()


		{


				// delete linked list here (not shown)


			mManager->SetHandler(NULL);	// optional


			mManager->Release();


		}





		void GiveTime()


		{


			mManager->GiveTime();


		}





		virtual void OnConnectRequest(UdpConnection *con)


		{


			Player *player = new Player(con);


			player->mNext = mPlayerList;


			mPlayerList = player;


		}





	private:


		UdpManager *mManager;


		Player *mPlayerList;	// linked list of players


};





void main(int argc, char **argv)


{


	PlayerManager *pman = new PlayerManager();





	while (!endOfApplication)


{


		pman->GiveTime();


}





	delete pman;


}
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